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Abstract
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Preface

Joomla I P Mapping Component

Author: G S Chapman
Date: 22" May 2016
Version: 141
DOCUMENT HISTORY
Version Date Changed By: Remarks

1.0.0 18/11/2012 G S Chapman Initial release

101 15/01/2013 G S Chapman Update headers, add a style to the locations table and
add additional index files.

1.0.2 08/02/2013 G S Chapman Improve security checking. Also perform multiple db
update when an | P address location is added.

1.0.3 07/04/2013 G S Chapman Minor corrections and add ability to shrink (compress)
the locations table.

104 18/06/2013 G S Chapman Add tabular data display and other minor fixes.

1.05 22/08/2013 G S Chapman Added option to display last 'n' days of data. Also only
display Akeeba synciconif Akeeba Admin Tools Pro
isinstalled on the site. Added Transifex details to doc-
umentation.

110 09/10/2013 G S Chapman Added support for Joomla 3.1. Allow for the use of the
Google Closure Compiler to be amodule option. Also
changes the connection mechanism to Google Closure
Compiler to be adefault of CURL rather than FUR-

L Open.

1.2.0 07/11/2013 G S Chapman Added new cron feature to enable automatic synchro-
nisation with the Akeeba logs. Both front end based
and CL 1 scripts provided.

123 03/06/2014 G S Chapman New optionsto control table display, updated cron task
and numerous other minor fixes. Thisversion aso in-
troduced the separate Robots table.

130 23/05/2015 G S Chapman New geolocation option and other minor enhance-
ments. Joomla 3.x only.

131 01/06/2015 G S Chapman Modified mapper handling and a couple of minor
changes. Joomla 3.x only.

132 08/07/2015 G S Chapman Minor corrections mainly to multiple location updates
and back end filters. Joomla 3.x only.

133 07/01/2016 G S Chapman Minor corrections mainly to visitor agent and dash-
board. Joomla 3.4 only.

141 22/05/2016 G S Chapman Update for release 1.4.1.

Consulting Ltd.

PURPOSE OF DOCUMENT
This documentation describes the release 1.4.1 version of the Joomla | P Mapping component by Macrotone
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Chapter 1. Overview

This document describes the Macrotone Consulting | P Mapping component. It coversinstallation and
usage of the component, along with suggested configuration options.

It also includes the planning, design and creation of the Joomla IP Mapping component for Joomla!
3.5 and above. The component has its origin in the requirement to present site intrusion attempts in
a simple manner upon a map. Inspection of the available possible solutions aready available on the
JED did not yield anything suitable so a decision was made to write our own.

Inspection of current map applications indicates that Google Maps are probably the most suitable for
implementation, with sound support available.

The completed |P Mapping component is available on the Macrotone Consulting Ltd Website:
http://www.magcrotoneconsulting.co.uk/index.php/Macrotone/jooml a-extensions.html

The IP Mapping component uses the free I P to Location service of IPInfoDB [http://ipinfodb.com/].
The resolution of this serviceis not always optimal and can change from time to time. This meansthe
locations are not 100% correct but acceptable. If the location is not found by the IPInfoDB service
then a check is performed on the GeoBytes service. This service has changed since the origina im-
plementation, and we now use the 'Get City Details APl whichisfree provided that you do not expect
to exceed the services “Reasonable Free Access Limit” of 16,384 accesses per hour. The Geobytes
lookup isalso provided asa'fall back'in‘Visitorsagent’ where the number of visits might well exceed
the 'Reasonable Free Access Limit. The main aim is not to find the visitors exact position but to have
an idea where they can be located.

IP Mapping was originally designed with the aim of displaying I P addresses upon Google Maps and
experience has shown that although it works well it is very reliant upon the accuracy of the data held
by the various IP to Location suppliers. In some cases the determined location is very accurate, but
in other cases it can be many miles (kilometres) distant from the true location. HTML5 geolocation
offers an alternative mechanism using information obtained from the web browser. If enabled a check
isfirst performed to determine whether auser's browser is capable of supporting HTML5 geolocation
and if so, areguest is then made to obtain the information. If successful thisis then used to display
the location upon amap. If unsuccessful, or if the browser does not support HTML5 geolocation, the
fall back, existing IP mapping is used instead.

Where ever possible the devel opment triesto lever the supplied features provided in the Joomla core.
This enabled the same ‘look and feel’ as supplied by the standard Joomla components, ensuring user
familiarity and making for easier implementation.



http://www.macrotoneconsulting.co.uk/index.php/Macrotone/joomla-extensions.html
http://ipinfodb.com/
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Chapter 2. Install and Uninstall
Installing IP Mapper

Installation uses the standard Joomla install method.

I mportant

Do NOT uninstall Macraotone IP Mapping before updating it! Uninstalling will remove al of
your data, including all of your configuration information!

Note

The language (trandation) files are NOT installed automatically. You can download and
install them from our language download page. Do note that you will have to install both the
component and the language packages for the component to work.

Macrotone Consulting Ltd only produces the English language files. All other languages
are contributed freely by third parties. If you spot an error if the first instance please go
to the trandlation project page to find the contact information of the translator. Abandoned
languages will show the maintainer being our staff member "geoffc”. In this case we will try
to help you but our knowledge of foreign languages is very limited; if you would like to fix
the language package you will need to create a Transifex account and to volunteer to take
over the trand ation project for that language.

Download the Latest Version
Once you have downloaded the latest version, you are ready to install the component.
Step 1 of 4 - Install the Component: Login to your Joomla Administrative centre and in the Extensions

menu, click on the Browse button and navigate to the file location where you downloaded the file.
Click on the file and then click on the Install/Uninstall button.

Figure 2.1. Initial Installation Screen.

Upload Package File Install from Directory Install from URL

Upload & Install Joomla Extension

Extension package file Browse_ | No file selected.
Upload & Install

Step 2 of 4 - Once the Component is installed, the following screen will be displayed.




Install and Uninstall

Figure 2.2. After installation screen

Message
Installing component was successful

If you a review at the Joomla! Extensions Directory and consider making a donation to fund future development and support.
Running IP Mapping preflight update script to version 1.3.0

Running IP Mapping Update script

Running IP Mapping postlight update script.

This update changes the mapping module parameters and it is necessary to edit each of the IP Mapping Mapper modules in use upon your site and save them, either after making changes or without making
arameters in the database reflect the parameters expected by the module when running. Failure to do so will result in the display of an error when accessing the

Upload Package File Install fram Directory Install from URL

Upload & Install Joomla Extension

Extension package file Browse_ | No fle selected
Upload & Install

Step 3 of 4 - Configure the Component: Navigate to the Component: |P Mapping Control Page. Choose
the Options icon ion the top right hand side of the page, and set as required, especially the APl Key.
Settings are described in the documentation.

Step 4 of 4 - If you are intending to use the cron feature read the section in this document specifically
about the Cron feature.

Using Live Update

Macrotone IP Mapping integrates the Akeeba Live Update system. Log in to your site's backend
and go to Components, Macrotone |P Mapping . Look towards the bottom of the page. There
should be an icon which reads "Update found" when there is a new version available. Click on it
and then click on "Update now". The new version will be downloaded and installed automatically
for you. In case this doesn't work, or if "Live Update not supported” is displayed below the icon,
please make sure that your host's firewall alows TCP/IP communications over port 80 and 443 to
nmacr ot oneconsul ti ng. co. uk. If your host requests IP addresses instead of domain names,
please ask them to trace them from the server as they are multicast hostnames, which means that they
resolve to a different P depending on where in the world you are.

Module Configuration

Aswell asinstalling the component there will be two modules installed which will need configuring
before use:

mod_ipmapping_mapper: This module is responsible for the display of Google Map in any desired
module position in your site template using the datain the database. This component accepts anumber
of options asto the ‘reasons’ used for the selection of the data aswell as optionsto control toe display
of the map itself. Depending upon your requirements you may wish to have multiple copies of the
modules available to display different maps.

I mportant

If your siteisusing a ‘.htaccess' file to control site access then it is necessary to allow the
‘map_data.php’ file to be visible. To do thisit is necessary to add the following exception
to the * .htaccess' file:

RewriteRule “modulesV/mod_ipmapping_mapper\/map_datal.php$ - [L]

Theplacing of theisdirectiveisimportant, sincethe .htaccessfileis processed in order, hence
if placed at the end of the file the directive would never be reached and hence will not work.

mod_ipmapping_visitoragent: This optional module isresponsible for the placing visitor information
in the location table in the database, if it is desired to track visitor locations. It also has afew options
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that should be configured. It will require the setting of an API Key IF the key has not been already
specified in the component.

To be able to record visitors data you must ENABLE visitor agent module first. It can be placed at
any module position of your template but it isagood ideato placeit in afooter (or header) positions.

Test record

The component has been tested successfully on Joomla 3.4.1 with PHP Version 5.5.24 and above with
MySQL database version 5.1.36 and above with the following browsers:

-1E11
- Firefox 43

- Google Chrome

De-installation

Uninstalling the component will automatically remove all trace of the component, the modules and
the database tables.




Chapter 3. Usage

The administrative back end of the site defines and controls the main storage side of the component.
The front end of the site is controlled solely by the use of two supplied modules. A mapper module
and the visitor agent module.

This section displays some of the administrative screens available. From the Joomla back end the

Components heading will reveal the IP Mapping component. Either select the main title or any of the
individually selectable sections.

Back End Screens

There are a number of screens available within the Administration part of the site. These may be

presented as tabs within the Control Panel, or accessed directory from the Components drop down
menul.

This section looks at each of these in turn and explains their structure and usage.

Help Icon

A number of the back end screens have a ‘help’ icon displayed in the top right hand corner of the
screen. Clicking on the icon will invoke a small pop up window as shown below.

Clicking on each of the linkswill redirect the browser to the appropriate pages on the support website.

Figure 3.1. Help Screen image.

macrotoneconsulting.co.uk/administrator/compenents/com_ipmapping/help/en-GB/screen.ipmapping.html F

Macrotone IP Mapping

Macrotone
Macrotone IP Mapping Consulting Ltd. |

Macrotone IP Mapping Documentation |
Macrotone FAQ
Macrotone [P Mapping Forum

Close window

Control Panel

The main Control Panel isillustrated in Control Panel. There are a number of separate sections.
1. The main tabbed headings — Control Panel, Locations, Reasons, etc.
2. Theicons separated into specific types:

a. Tools—Thefirst two icons provide an alternative entry point to two of the tabbed sections. The
third the ‘ Akeeba Log Sync™ enables the population of IP Mapping locations table to updated
from the entries present in the Akeeba Admin Tools Pro log table.
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Note

Thesitehhasto have Akeeba Admin ToolsProinstalled (whichisaseparately purchased
component), otherwise the 'Akeeba Log Sync' icon will not be shown. Any attempt to
run the command via a 'backdoor' would also fail.

b. Updates - This provides an easy check to show that the latest version of the component isin-
stalled.

3. The panel which provides details of the credits etc.
a. About
b. Changelog

c. Credits

Figure 3.2. Control Panel

4 IP Mapping - Control Panel 7! Joomlal
© Heip || & opions

©
Control Panel Tools About | Credits

9 ) & ™ IP Mapplng
Locations Reasons Compact Display Log Version: 1.3.0
Locatens By
Updates Macrotone
> Consulting Ltd.
A

G 'S Chapman

PayPal
Donate

Figure 3.3. About Control Panel Tab.

Apout || Credits

IP Mapping
Version: 1.2.3

By

Macrotone
Consulting Ltd.

G 8 Chapman

CHANGELOG

PayPal

Donate

The *About’ panel provides company information. As mentioned the component is provided free,
and the user is requested to make a donation if they find it useful upon their site. Users who make a

donation tend to obtain preference if they request any enhancements to the product, over those who
choose not to do so.




Usage

Figure 3.4. Credits Control Panel Tab.

About | Credits

IP Mapping
Version: 1.2.3
Translation Credits
Language Code Name
jankoekepan (Jan
Dutch (Netherlands) nlNL e
Pedwo51 (Pierre D)
French (France) fr_FR Romain Michelon
Germany (German) de_DE kwally (Klaus Gebhardt)
Portuguese (Portugal) pt_PT horus68 (Paulo Pereira)
Rermanian Romania) fo_Ro o
N mafiu2013 (Alexis Gustavo
Spanish (Mexico) es_MX Valencia Valenzuela)
Vietnamese vi_VN ppanhh (Phan Anh)

Our apologies to anyone we may have unintentionally omitted from the above list.

Credits

Altemnative nvice offered by
The IP Mapping Mapper module makes use ofthe Google Closure Compiler. The PHP interface was written by Stephen Clay (steve@mrelay.org).

The 'Credits panel displays the details of al the translators who have contributed in providing their
effortsin creating language packs for the IP mapping component.

The 'Credits panel also gratefully acknowledges the work of other people whose previous work we
have made use of in creating the component.

Akeeba Log Synchronisation
If the Akeeba Sync Log icon is pressed then thereis a series of steps performed in the background.
Note

Thisiconisonly displayedif AkeebaAdmin ToolsProisinstalled uponthesite. Thisrequires
Akeeba Admin Tools Pro to beinstalled otherwise any attempt to run it will generate an error
message and the process will stops.

1. The entries in the Akeeba Admin Tools Pro Log that are not present in the |P Mapping location
table are inserted into the Location table. The ‘ordering’ column in the table is incremented at the
sametime.

2. The geolocation details for the entries in the location table are populated initially from the service
provided by IPInfoDB and if that is unsuccessful from the Geobytes database.

3. If configured entries in the Akeeba log older than the specified number of days are deleted from
the Akeebalog.

4. If configured entriesin the location table older than the specified number of days are deleted.
5. The IP Mapping location table is optimised.

The screen below istypical of the display asthe actions are performed. The information messages will
be dependant upon the stage that the processis performing.
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Figure 3.5. Akeeba L og Synchronisation Display

6 Preparing to import data from Akeeba log table.
40 Rows synchronised with Akeeba log table.
10 Rows populated with country details.
Cleaning out imported entries from Akeeba log table.
0 rows deleted from location table.
0, Rows deleted from location table.

Debug: View: display method

Synchronisation with Akeeba In Progress

Location table compression

This features shrinks (compacts) the entries in the Locations table.

Entries (IP addresses) are made into the locations table in an incremental manner. This applies what-
ever the source of the IP addresses. When entries are removed from the locations table they are re-
moved 'oldest’ first, or by specific selection. This meansthat the record identifiers constantly increase
and on a very busy site there is always the possibility of reaching the maximum for the table. There
may also be gaps in the record increments. There are two ways in which this can be resolved. The
first involves increasing the size of the table field. The second is to provide a means of resetting the
table, and it is the second option that has been made implemented in release 1.0.3. The mechanism
involves creation of atemporary table and copying existing table entriesinto the temporary table and
then cleaning out (truncate) of the location table before moving of the temporary table entries back
into the source table. The final step is to remove the temporary table. Note that the location table
entries for the 'visitor' entries are not copied. The reason is that these entries are transient and hence
not retained for long periods.

Note

Thisfeature is often only needed on very busy sites, or where there is a requirement to clean
up the table periodically.

The modal window, shown below is displayed when the compaction process compl etes.
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Figure 3.6. Compaction/Shrink Display

6 Temporary table created and populated.
Location table truncated.
834 rows populated with country details.

Temporary table removed.

Location Table compaction complete

Window will close in 3 seconds

Locations

Figure 3.7. L ocations Display

IP Mapping - Locations Joomlal
 Edt || Pusiish || @ Unpubish || @ Archive || M Checkin || @ Trash @ optons
(G
T Filter Ordering [2] | pescending [ = [
Reasons County  County
Countries : - [ IPAddress Latitude Longitude  HTMLS Name  Code  City  Path Agent Source  Logdate  Reason Published ID
Robots
] 861844985 5150650024414 050728660822 @  United UK her  fndexphp  Mozilla/5.0 (Windows NT 6.1 Vistors 20160523 visitors (v ]~ ] 124
Depaviiog Kingdom Iialtofentries  WOWB4; v-38.0) Gecko/20100101  Agent 17:24:25
Support Firefox/38.0 Module
Documentation
[7) 861844985 5043109893799 368420994583 ©  United UK Totnes /indexphp  Mozilla/5.0 (Windows NT 6.1 Vistors 20160523 visitors (]~ ] 123
Kingdom Ifiahtofentries  WOWB; 1-38.0) Gecko/20100101  Agent 172308
Firefox/38.0 Module
Filter:
7] 861844985 5043109893799 368420994583 ©  United  GB Totnes /indexphp  Mozilla/5.0 (Windows NT 6.1 Vistors 20160523 visitors (]~ ] 12
_Select Country Code - [l Kingdom Irialtolentries  WOWE4; 1v:38.0) Gecko/20100101  Agent 17:21:50
Firefox/38.0 Module
 Seect Courtry Narre - [ ) 861844985 5043109893799 368420994583 ©  United  GB Totnes /indexphp  Mozilla/5.0 (Windows NT 6.1 Vistors 20160523 visitors (v~ ] 121
Kingdom Ifiahtofentries  WOWB; 1-38.0) Gecko/20100101  Agent 172016
Firefox/38.0 Module
- Seect Gy Name - [
7] 861844985 5043109893799 368420994583 ©  United  GB Totnes /indexphp  Mozilla/5.0 (Windows NT 6.1 Vistors 20160523 visitors (]~ ] 120
Kingdom Ifahtofentries  WOWS; 1-38.0) Gecko/20100101  Agent 17:16:29
Firefox/38.0 Module
Seectresson - [
) 861844985 5043109893799 368420994583 ©  United  GB Totnes /indexphp  Mozilla/5.0 (Windows NT 6.1 Vistors 20160523 visitors (]~ ] 119
Kingdom Ifiahtofentries  WOWB; 1-38.0) Gecko/20100101  Agent 17:053
~SelectStatus - [l Firefox/38.0 Module

The Locationstab isthe display of the | P addresses that are candidates to be mapped. A typical display
is shown. Clicking on any of the column headings will cause the display to re-order itself.

Theicons on the top right hand side perform the expected actions enabling the editing, creation, dele-
tion and publishing of IP Locations.

Note

Only locations that are ‘published’ are candidates for mapping.

The edit screen is shown below.
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Figure 3.8. Location Editor

Details  Audit Information Details

1P Address * 86.184.49.85 8] HTMLS 0 Status

- - Published [
Latitude 50.43109693799 Longitude 366429994583

Time 1432394588 County Code UK

County Name United Kingdom City

indows NT 6.1
1v:38.0) Gecko/20100101

Phrase Source Visitors Agent Module [
Reason ID isitor [ Log date 20150523 17:23.08 =]

Path findex phpiriahto/entries

Extra data

The edit screen is a single screen. Some of the fields are display only. For example the geographical
location of the IP address is not editable. Entering or updating an IP address and then saving it will
populate the geolocation fields when the record is inserted (or saved) into the database from informa-
tion obtained from the IPInfoDB service. Some of the data fields may be populated from the Akeeba
synchronisation process, |F the product is also installed.

I mportant
Audit fields are not editable.

Reasons

Figure 3.9. Reasons display

| IP Mapping - Reasons ® 0 | v ¥ @
> New £t | Push Upiisn | Aive Checkh Tmsh | Oplons

nnnnnnnnnnnnnnnnn
adminpw

aaaaaaaa

dfishield

The Reasons display illustrated above shows the known reasons that are associated with the IP ad-
dresses in the Location table. It is used to differentiate the location | P addresses so that they may be
displayed (mapped) on a separate Google map. Most of the supplied values are those currently used
by Akeeba Admin Tools Pro, but the list can be added to as required.

It is not expected that the supplied values will be changed very oftenif at all. The description field is
for informational purposes only and is not used elsewhere currently. This is not a situation expected
to change.
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Figure 3.10. Reason editor

| IP Mapping - Reason: [EDIT] - [} 2 | I ]
> See  SwebChse Swvedtiew Swveascony Cose

Audit Information

Creation Date

Created by
Description

Modified on.
[oggle Edtor] 1

Modified by

N
[EEA=IEN B =E%E0E

An attempt to enter spam was detected.

Path p Words: 7,

It is possible to change the defined reasons using the editor. The screen above shows the specific
entry for an ‘antispam’ reason. Reasons cannot be deleted however if the reason is associated with

any of the |P addresses. Change the reason for the |P address in the location screen and try to delete
the reason again.

Countries

Figure 3.11. Countries Display

GES 1P Mapping - Countries ® © O I W &
. New Edit Publish ~ Unpublish Archive i Trash Options

Filter: Search  Clear - Select Staws - [w]

aaaaaaaaaaaaaaaaaaaaaaaaaaa

Thecountrieslist containsall of the currently defined country namesand their short (two | etter) country
codes. Thistableis used to provide the details for the filters used in the front end modules.

The ahility to control the countries allows for the situation where a new country comesinto being (or
disappears) or where the country codes change. Thisalso providesfuture expansion were adifferent IP
address resol ution service to be used where different country codes may be used. i.e. United Kingdom
isusing the code GB by some providers.

Figure 3.12. Country editor

"i&;i‘é IP Mapping - Country: [EDIT] v (]

Details

Country Name Aighanistan
Country Code 3

Status Pubished  [w]

The country edit screen is very simple and enables the entry of a country code and the associated
country name.
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Robots/Web Crawlers

Figure 3.13. Robots display

@ IP Mapping - Robots ® O | v § &

New Edt | Publish Unpublish | Aichive Checkin Trash | Options

Fitter Search || Clear ~Select Status - [+]]

Identifier  Description Homepage Published ~ Ordering [

Googlebot  Googlebotis Google's web crawling bot hitps/support.google.comwebmasters/answer o 1 1
1820727hi=en-GB

menbot  Microsoft Corporation web crawler http:isearch msn.comimsnbot tm ] 2 2

technology Yahoo! acquired when it purchased Inktomi. Slurp was the web crawler for Yahs hitp:help.yah o 3 3

niracted with Microsoftto use bingbot instead.

Display# 5[] 1234567891 Nx® (End@ Pagetort

The Raobots display illustrated above shows the known robots, also known as web crawlers that may
be encountered upon web sites. Theinformation in thistable is used to identify visitorsto the site that
are not individuals but search agents seeking to build up information resources upon other web sites.
Typically these robots are used by companies such as Google, Microsoft, Y ahoo etc. The site may
not wish the visit by these agents to be recorded within the displayed maps. There is an option in the
'visitors agent modul€' to prohibit this recording and the information upon which agent to exclude is
stored in the 'robots' table.

The table enables site administrators to add and otherwise control which agents are within the list of
robots to exclude. There are alot of robotsin use on the web and they are being added to all the time.
They are also sometimes specific to particular counties, or specific topic, hence it is reasonable to
provide this level of control.

Figure 3.14. Robot editor

@ IP Mapping - Robot/Web Crawler: [EDIT] b (=} [ & (x]

Save Save&Close Save&New SaveasCopy Close

Details Audit Information
Identifier (Googiebot Creation Date 20140601 11:21:45

Created by

Description

[oggle Editor]

Modified on.
Modifed by

Peth Words 6,
Homepage

Path Words:0
Status Pubished [+

Itispossibleto add or change any of the specific agents using the editor. The screen above shows one
the specific entry for arobot. The only mandatory field is the identifier name, which is the specific
string contained within the software (browser) accessing the site. The description, homepage and ad-
dresses fields enable the adding of information that may aid in identifying whether the agent should
be used in the search list, in the 'visitor agent module. It is likely that future component releases will
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add, remove or otherwise modify the existing entries. Any entries added by a site administrator will
remain unaltered.

Log Display

Figure 3.15. Log Display

IP Mapping - Log B WY ::
Dekte Optons | Help

nfo 20131105 17:30:12 Cron Sync Task: No new records to

The log display is used to display the optionally generated messages (component option) from the
application. In release 1.2 this is the results of the cron job runs but it usage will be extended with
further releases.

Records may be individually deleted or alternatively all the records may be purged from the table.

Support Tab

Figure 3.16. Support Tab Control Panel

0 IP Mapping - Support i Qe

Options | Help

Support | Documentation

The ‘Support’ tab provides details of how additional information and/or assistance may be ob-
tained on the product. As can be seen Macrotone provide a Frequently Asked Question (FAQ
[ http://macrotoneconsulting.co.uk/index.php/Macrotone/i p-mapping-fag.html]) on the company web-
site, and additionally provide a Forum where users may raise questions.

Thereis also the ability to raise an issue on the company web site from this panel.

Finally thereisthe ability to send an email which will be answered as and when circumstances permit.
Preference is usually given to forum entries.
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Documentation Tab

Figure 3.17. Documentation Tab Control Panel

@ IP Mapping - Documentation

IP Mapping

Support site
Details of the FAQ and other sources of information are provided upon the Support tab above.
Summary

table, the back end of the Joomlasite.

Jos Akeeba Ltd., they from the Akeeba log tabl, the work omlanti. com that in the table as well, The

Documentation

L. Introduction

These are the main pieces of information required to use: You can view this the tab from the IP Mapping - Control Panel

1. Installation and setup

There is some basic information about the component provided in the ‘Documentation’ tab, but the
user is referred to the Macrotone site for the full documentation for the latest information and recent
changes since the product installation.

Component Options

The component itself has a few options which are described below:

Figure 3.18. General Option Settings.

IP Mapping List Layouts Logs Permissions

An IP Mapping component

API Key i
Clean Akeeba Log Mo s

Retain Akeeba log days Y

Retain location days Ky

Cron Key

Thereareafew options availableto configure the component. These are all assessed from the * Option’
icon in thetop right hand side of most of the Administrator screens. Hovering over the option title will
display tool tips explaining what the particular option setting does.
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One of the options specify the APl Key as used to reference the IPInfoDB database to obtain the Ge-
ographical location for the given | P addresses/ delete mode. It is necessary to register on the IPinfoDB
siteto obtain an APl key which isthen entered into the screen displayed above.

Note

If the Visitor Agent moduleis also used on the sitethen it also requiresthe API key to enable
correct population of the database table. If not explicitly specified in the Module configura-
tion the value specified in the component will be used instead.

The second option is to automatically clean the synchronised entries out of the Akeeba Admin Tools
Pro log when the synchronisation process completes. It may or may not, depending upon site policy
be desirable to perform this task automatically.

The next option enabl es the specification of the number of daysworth of entriesto retaininthe Akeeba
Log. Any days that are ‘older’ than the number of days specified will be removed from the Akeeba
Log. It isrecommended to leave at |east a days worth of entries in the Akeeba logs.

Note

If Akeeba Admin Tools Proisnot installed upon the site then the settings of the previoustwo
entries are ignored and are unused.

Thelast item isthe secret key or 'pass phrase' required to run the front end cron tasks. See notesin the
'Cron’ section of this manual for more details. The key should be specified as al phanumeric otherwise
problems may prevent the cron task from running.
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Figure 3.19. List Layout Settings.

IF Mapping List Layouts Logs Fermissions

Options for display of columns in Locations list.

Show Latitude m
Show Longitude m
Show Referer M
Show Phrase M
Show Agent m
Show Source m
Show Path m

There are anumber of different fields that can be displayed in the back end locations list display. Not
all of these will be of interest to every administrator, so there are options to show only the relevant
fields for that specific site.
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Figure 3.20. Log Option Settings.

IP Mapping List Layouts Logs Permissions

Parameters to control the component logging configuration.

Enable logging Ma Yes

Enable Debug Ma Yes

The log tab currently has two possible options, which control entries in the log table. At release 1.2
thelog was only populated by the running of the cron tasks, which displays the information as to how
many records are synchronised, updated etc., as currently show in the Sync window if the 'Akeeba
Synciconisclicked.

Later versions have added logging to a number of the other code blocks.

In release 1.2.3 there is a second option to specifically enable the placement of 'debug’ messages in
the log. It is recommended that thisis left off unless requested by the developer, as it can generate a
lot of messages which will not be very useful to the majority of administrators.

Front End Screens

There are no user front end screens as all the control is performed by the two supplied modules.

There is however the ability to perform the Akeeba synchronisation from the front end via the use of
the cron facility introduced in version 1.2.0. Thisis a directly accessible screen, however it redirects
thecaller tothe sitehome page, evenif thereisan error inthecalling URL, such asamissing secret key.
The 'secret key' required on access to this page which controls whether the underlying task activities
are carried out. Messages are entered into the |P Mapping log, if component logging is enabled.

See the section below about cron for more detailed information.
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Chapter 4. IP Mapping Modules

There are two supplied modules used with 1P Mapping and these are described in this section. These
modules are based upon the work originally published by www.comlantis.com (now defunct) written
by Serdar Gokkus updated for the recent changes in the Google Maps v3 API, and Joomla 3.x..

IP Mapping Mapper Module

This module shows to the user the | P address location in amap using the Google Maps APl V3 which
isfreefor not commercial use, if you have any doubts about the usefor your site please read the Google
maps APIS' licence at http://code.google.com/apis/maps/terms.html The users location is based on
the http://www.ipinfodb.com/ip_location_api.php free script. Please read the Terms and conditions
on their site.

Figure4.1. Mapping Module Details

—— Module Manager: Module mod_ipmapping_mapper

Details

Title IP Mapping Mapper

Show Title @ show Hide

Position Select posiion

Status Unpublshed [=]

Access Puble  [w]

Ordering 1. IP Mapping Mapper [=]

Start Publishing 0000-00.00 00:00:00 | (35

Finish Publishing 0000-00.00 00:00:00 | (35

Language A =]

Note

D 80 IP Mapping Mapper Site
Module Description  The IP Mapping Mapper module for Joomia 2.5 is the mapping module for the entries in the IP Mapping location table to a Google Map.

Please visit hitp:iwww.macrotoneconsulting.co.uk for more details

The module may be placed anywhere in the positions available in the site template. This may also be
within an article as described in the section Inserting a module inside an article .

Figure 4.2. Mapping M odule Assignment

Menu Assignment

Wodule Assignment Mo pages
Wenu Selection: SelectAll | Clear Selection | Toggle Selection
Hidden Menu Main Menu Top User Menu

Select Al | ClearSelection | Toggle Selection

-Raise an Issue

Note

The module assignment screen will look dlightly different to the above dependant upon the
specific menus available upon the specific site.
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General Options

Figure 4.3. Mapping Module General Parameters

+ Save & Close 4+ Save & New [ Save as Copy | @ Close

Tite * | IP Mapping Mapper ®

Module Menu Assignment Module Permissions Google Map Parameters Table Parameters Advanced

IP Mapping Mapper

IP Mapping madule

Reasons All x

Use Google CC No Yes

Frequency of map update (ms.) 5000

Start date =
End date 2015-05-21 10:35:07 =
Display Latest (days) 0

Show creator Mo

The module general parameter are used to specify the choice of IP addresses to be placed upon the
map which will be generated by the Mapper module. Thisis a multiple choice option. It is not usual
to display the ‘visitors' reason alongside the other reasons, but thisis possible if desired.

The frequency of map update (duration in milliseconds) is most useful when visitor information (re-
al-time) isrequired. The default value of 5000isvery low (asthisis specified in milliseconds, meaning
amap update every 5 seconds!) The choice of value should be driven by the requirement as to how
often the map should be updated. A very high value is common when the other ‘reason’ codes are
being mapped. Vauesin the hours are common.

Note

There is a maximum value that can be specified of 2147483647, which if exceeded will be
reset to the maximum. Similarly the minimum frequency update that will be accepted is 500,
which equates to an update every half a second.

The start and end date are used when the reason codes other than ‘visitor’ are used. For example it
may be desirable to map Spam attempts on a monthly basic and have different modules (one for each
month). Thisis common if the module display isused in articles.

If the parameter for the to display the last 'n' days worth of data has a value greater than zero then the
specified dates are silently ignored. The valueisanumeric value greater than zero (0). A value of zero
causes the specified date range to be used.
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Release 1.3.1 changed the behaviour of the mapper module dlightly. Prior to this release version once
the map was displayed upon the screen it would be updated as specified by the updateinterval with new
entries retrieved from the database. It did not however update the 'clustering'. The net result was that
I F the map display was |eft open for longer periods of time then the map display would get cluttered
with all the new location icons. The amount of time required before this was noticeable is dependant
upon how many 'new" location entries are being added in the given time period. One other factor was
that if entries were removed from the database, as would occur if the visitor agent was configured to
remove entries older than the specified time, these would NOT be removed from the map display, or
from the tabular display if it was configured to be displayed.

Inrelease 1.3.1 this has changed and there is anew parameter to specify the map refresh interval. This
isamultiple of the map update interval and is expressed in minutes. Now when new (visitor) entries
are updated, the clustering of the map iconsis automatically updated. The 'new' optional map refresh
interval will clean out al the map markers (and cluster markers) and retrieve all the required entries
from the database and add them to the 'now' empty map display. This is only refreshing the map,
NOT the whole web page. This will happen asynchronously so there may be small periods of time,
dependant upon the load upon the users browsing machine, while the map is updated. The default is
to NOT refresh the map display.

If multiple map displays are present upon the web page, each map acts totally independently, with
each having separate update and refresh intervals.

Google Closure Compiler

Sinceitsinitia release the component has made use of the Google Closure Compiler to reducethe size
of the Javascript included in the web page used to display the map. The Closure Compiler isatool for
making JavaScript download and run faster. It is atrue compiler for JavaScript. Instead of compiling
from a source language to machine code, it compiles from JavaScript to better JavaScript. It parses
your JavaScript, analysesit, removes dead code and rewrites and minimises what's | eft. It also checks
syntax, variable references, and types, and warns about common JavaScript pitfalls.

The Closure Compiler hasthree possiblethreelevel s of compilation, which range from simpleremoval
of whitespace and comments to aggressive code transformations.

WHITESPACE_ONLY

The WHITESPACE_ONLY compilation level removes comments from your code and also removes
line breaks, unnecessary spaces, extraneous punctuation (such as parentheses and semicolons), and
other whitespace. The output JavaScript is functionally identical to the source JavaScript.

This compilation level provides the least compression of the three levels.

SIMPLE_OPTIMIZATIONS

The SIMPLE_OPTIMIZATIONS compilation level performs the same whitespace and comment re-
moval asWHITESPACE_ONLY, but it al so performs optimisations within expressions and functions,
including renaming local variables and function parameters to shorter names. Renaming variables to
shorter names makes code significantly smaller. Because the SIMPLE_OPTIMIZATIONS level re-
names only symbols that are local to functions, it does not interfere with the interaction between the
compiled JavaScript and other JavaScript.

Compilation with SIMPLE_OPTIMIZATIONS aways preserves the functionality of syntactically
valid JavaScript, provided that the code does not access local variables using string names (by using
eval() statements, for example).

SIMPLE_OPTIMIZATIONS isthe default compilation level.
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ADVANCED_OPTIMIZATIONS

The ADVANCED_OPTIMIZATIONS compilation level performs the same transformations as
SIMPLE_OPTIMIZATIONS, but adds avariety of more aggressive global transformationsto achieve
the highest compression of al three levels. The ADVANCED_OPTIMIZATIONS level compresses
JavaScript well beyond what is possible with other tools.

The IP Mapping component makes use of the 'SIMPLE_OPTIMIZATIONS option. Tests have re-
vealed that using the ADVANCED_OPTIMIZATIONS may not produce code that runs efficiently.

Google Map Options
Figure 4.4. Mapping Module Google Map Parameters.

¥ General Parameters

v Google Map Parameters

Initial type of google map | Readmap [«

Cluster old markers Mo 9@ Yes
Marker to show location standard [» |

Map width value type @ Percentage(%) Pixel{px)
Map width 100

Map height &00

Display Maptype Control Mo @ Yes
Maptype Control Format | Default [=]
Maptype Control Position | Top Right | =]
Display Zoom Toolbar Mo @ Yes
Display Pan Cantral Mo 2 Yes
Zoom Control Style Large [+

Zoom Contral Position Top Left [=]
Display Scale Yes @ Mo

Zoom Strategy

Center to the last marker and use the defined
zoomvalue

@ Auto zoom to show all markers

Zoom Value £

¥ Advanced Options

These options reflect very closely the available settings that can be made with the Google Maps API.
A lot of the following information is that as shown on the Google web site but enclosed below for
the convenience of our users.

Table4.1. Google Map Types

Constant Description
HYBRID This map type displays a transparent layer of major streets on satellite images.
ROADMAP This map type displays a normal street map.

24



IP Mapping Modules

Constant Description
SATELLITE This map type displays satellite images.
TERRAIN This map type displays maps with physical features such as terrain and vegetation.
Note

Normally, onejust useseither “ROADMAP” or “HYBRID", asthere are not as many use cases
for “TERRAIN" and “SATELLITE" types.

Cluster old markers: Instruction to group markersin a cluster.

Position Marker: It is possibleto change the marker used on the map, Choose from one of the available
types asillustrated below.

Note

Other markers may be available.

; Default ; Star ; End ; MarkerZ ; MarkerA

; Arrow ,Black ,Blue (?Brown ?Gray
{?Green QOrange ?Purpl e ,Red ':?White QYeI low

Map width value type: Specifieswhether the values entered for the map width arein pixelsor percent.

Note

In some circumstances the entered values for map width may be ignored, asin the use of the
modulein aside bar.

Map width: Specifies the width of the desired Google map

Map height: Specifiesthe height of the desired Google map

Display Maptype Control: Control switch between map types

The MapType control may be shown in one of the following style options:

« HORIZONTAL_BAR displays the array of controls as buttons in a horizontal bar asis shown on
Google Maps.

Figure 4.5. Maptype Control Format - Horizontal

Karte Satellit

« DROPDOWN_MENU displays a single button control allowing you to select the map type viaa
dropdown menu.
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Figure 4.6. Maptype Control Format - Drop Down

Karte T
larte
Satellit
Hyetarid

S
Findmrmd

» DEFAULT displaysthe"default" behaviour, which depends on screen size and may changein future

versions of the API

Figure4.7. Maptype Control Format - Default

o

Karte Satellit Hyhrid

Lo}

Maptype Control Position: The position of thecontrol upon the map. The possible values are explained

in more details below under ‘ Zoom Control Position’.

Display Pan Contral: Instructs whether the Pan control should be shown on the map.

Figure 4.8. Pan Control

Display Zoom Toolbar: Instructs whether to display the zoom controls.

Zoom Control Style: The available style settings are as shown in the table below.

Table4.2. Google Map Zoom Control styles.
Constant Description
DEFAULT The default zoom control. The control which DEFAULT mapsto will vary according

LARGE

to map size and other factors. It may change in future versions of the API. Currently
SMALL

The larger control, with the zoom slider in addition to +/- buttons.
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Constant Description
SMALL A small control with buttons to zoom in and out.

Figure4.9. Zoom Control - Small

Figure 4.10. Zoom Control - Large

4
11—

Zoom Control Position: Specifies the position of zoom control on the Google map.

Identifiers used to specify the placement of controls on the map. Controls are positioned relative to
other controls in the same layout position. Controls that are added first are positioned closer to the

edge of the map.

TL -TC- TR
LT RT
LC RC
LB RB
BL -BC- BR

Elements in the top or bottom row flow towards the middle. Elements positioned at the left or right
sides flow downwards.
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Table 4.3. Google Map positions

Constant

BOTTOM_LEFT

BOTTOM_RIGHT

LEFT_BOTTOM
LEFT_CENTER
LEFT_TOP
RIGHT_BOTTOM
RIGHT_CENTER
RIGHT_TOP
TOP_CENTER
TOP_LEFT
TOP_RIGHT

BOTTOM_CENTER Elements are positioned in the centre of the bottom row.

Description

Elements are positioned in the bottom left and flow towards the middle. Elements are
positioned to the right of the Google logo.

Elements are positioned in the bottom right and flow towards the middle. Elements are
positioned to the | eft of the copyrights.

Elements are positioned on the |eft, above bottom-left elements, and flow upwards.
Elements are positioned in the centre of the left side.

Elements are positioned on the |eft, below top-left elements, and flow downwards.
Elements are positioned on the right, above bottom-right elements, and flow upwards.
Elements are positioned in the centre of the right side.

Elements are positioned on the right, below top-right elements, and flow downwards.
Elements are positioned in the centre of the top row.

Elements are positioned in the top left and flow towards the middle.

Elements are positioned in the top right and flow towards the middle.

Display Scale: Controlsthe display of the map scale as shown in the figure below.

Figure4.11. Display Scale

FoveRE ey 1 2000 Mellein |
Google Roggpn |

Zoom Strategy:

Auto zoom to show all markers: In this zoom strategy all markers will be showed automatically. Map
will decide to zoom out or zoom in itself.

Centre to the last marker and use defined zoom value: The last marker will be centred in the map. In
this modus a zoom factor will be used which is configured with Zoom Value.

Zoom Vaue: Zoom value of map. Used only if "Centreto the last marker and use defined zoom value"
is selected!
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Table Options

Figure 4.12. Mapping M odule Table Options

Title *

Module

Display location table

Menu Assignment

IP Mapping Mapper ®

Module Permissions Google Map Parameters Table Parameters

Advanced

Mo Yes
Title for table data Mapping Data
Max no table rows 100
Height of table (px) 400
Show date Mo
Show country Mo
Show city Mo
Show IP addresses Mo Yes
Show search phrase No Yes
Show referrer Mo
Show referrer link No Yes

These options are used to display a table below the map showing the data used to generate the map
itself. Settings include specifying how many records should be displayed in the table.

Release 1.2.3 has added additional options to control which table columns are displayed. Thisis par-
ticularly useful where the module islocated in aside panel and the scroll bars are considered distract-
ing. The IP display is only possible when the country column is displayed.

If all of the columns are marked as being not required (hidden) then the table display will NOT be
present even if it is requested.

Advanced Options

Figure 4.13. Mapping M odule Advanced Options

» General Parameters

» Google Map Parameters

v Advanced Options
Module Class Suffix
Caching

Use Global =]

Cache Time 500

These options are used to control the module style and cache settings.

IP Mapping Visitor Agent module

This module controls the insertion of |P addresses into the database table for site visitors. If thereis
no desire to capture site visitor information then this modul e does not need to be configured at all. To
capture visitor information it is necessary to configure the module and assign it to a location on the
site template, often in afooter (or a header) position.
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The Visitors Agent module setting screens are shown below:

Figure4.14. Visitors Agent Module details

Title* | |P Mapping Visitors Agent ®

Module Menu Assignment Madule Permissions Advanced

IP Mapping Visitors Agent
E3

IP mapping visiters agent module

APl Key

Number of markers 300

Marker life duration in sec. 1400

Record also robot accesses “ Yes
Record page visits Mo Yes

In the modul e detail s one defines the position where one wished the modul e to be placed. It iscommon
to not display the module title and of course the module should be published IF it is desired to collect
visitor information.

Figure4.15. Visitors Agent Module HTM L5 geolocation

HTML5 Geolocation controls

Attempt HTMLS Geolocation Mo Yes

Maximum Age 120000

Timeout 5000

Accuracy High

Response Timeout 5000

Visitor Agent Filters.

Use Google CC Yes

Load JQuery “ Yes

JQuery CDM Link http://ajax_googleapis.com/ajax/libs.
Country filter MNone v

The use of HTML5 geolocation is optional since it can impact the visitor usage of the site. For that
reason the default is not to enableit. Not al browsers support HTML5 geolocation, henceforth known
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as geolocation in this document. Most of the common browsers do but how they interpret the design
and implement it can vary.

If enabled when a visitor is upon a page, a small popup wndow is initiated to ask the user whether
they wish to share their location details with the site. Thisis part of the browser design. The user has
anumber of choices:

* To sharethe details of the visitor on asingle (one time only) basis.

» To share the detail on this and every other page on the site and make it the default, so the user is
not prompted again.

 To decline the request and not provide details for this page.
» Todeclinefor this and every other page upon the site and make it the default.

» Toignore the request or just close the popup window.

Note

Not all browsers provide all of the options, or do not immediately appear to do so.

The first four possibilities are easy to handle since they are simple yes or no responses. If the user
replies yes then their location is stored by the component. Likewise if they decline to share then the
default I P location determination is used and stored.

The last possibility requires some special handling since we require to either store the geolocation
determined value or the IP determine location. A timer is implemented that will, if no response is
received store the IP derived location. There is some additional code that handles the situation where
the user later decides to share their location, in which case an attempt is made to update the earlier
store | P derived location.

The position to place the Visitor Agent is usually on a position that is on all the site pages such as
afooter, or aheader.

Figure4.16. Visitors Agent Module assignment

Menu Assignment

Module Assignment No pages [=]
Menu Selection: SelectAll | Clear Selection | Toggle Selection
Hidden Menu Main Menu Top User Menu
SelectAll | Clear Selection | Toggle Selection

-Raise an lssue

Note

The module assignment screen will look slightly different to the above dependant upon the
specific menus available upon the specific site.

Figure4.17. Visitors Agent M odule Parameters

+ Parameters
APl Key
Mumber of markers 300
Marker life duration in sec. 1400

Record also robot accesses @ No Yes

Country filter None E|

31



IP Mapping Modules

The parameters are really self evident. If the administrative component is configured the API key for
the IPInfoDB will be used. If it is not specified in the component then it is necessary to specify it in
the Agent module.

To restrict the number of markers on the ‘visitor’ map displays one can specify avauein the module.
Thisvaueisthen used to restrict the number of values contained within the database for the ‘visitors
reason.

The lifetime of the ‘visitors' reason within the database can aso be specified in the module. This
means that only afew hours worth of entries are available for mapping.

Any web site gets a number of visit from robots such as Google, Yahoo etc. If it is desired to also
collect this visitor information then the option is available.

Prior to release 1.2.3 the list of robots, or web spiders as they are often named, was build into the
module. The list was periodically updated, but may not contain any specific robot that may visit a
specific site. There are literally hundred if not more, robots, and more are being deployed upon a
regular basis. Thismeansthat it would be avirtually impossible task to ensure that they are always up
to date, and ‘complete. For that reason the robots list was relocated to a separate database table, and
the ability provided for site administrators to add, edit and otherwise control the specific robots it is
required to block for a specific site. See the details of the robots screens above.

Finally it ispossibleto apply acountry filter to the collected results, so for exampleit may be desirable
to only collect information for the United Kingdom. A drop down select list is provided to select the
desired country.

Note

Note that it has not been possible to verify that al of the countriesit is possible to specify,
work as expected, mainly due to the fact that we do not receive visitors from all of the coun-
tries (currently).

Note

Private (or reserved) IP addresses are not recorded by the visitors' agent.

Note

Version 1.3.0 of the visitor agent has been extensively modified to handle the HTML5 ge-
olocation, but also to centralise more of the PHP functions in a helper class. For this reason
the module is smaller than previoudly. If also makes AJAX calls back to the server to handle
the storing of the results in the database.
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Chapter 5. Cron tasks

Cronisbasically atime-based job scheduler that runsin the background on UNIX systems. Typically
atask requiring repetitive actions to be carried out on aregular (pre-determined) basis would beideal
candidates for using cron.

Joomla systems can offer a number of different mechanisms to perform repetitive actions. The one
that is best for any given siteis very dependant upon the facilities offered by the hosting supplier.

Pseudo-cron

Plugin capture

Itis possible to make use of a*‘bespoke’ plugin which can be invoked when someone accesses one or
more pages upon a site and performs some predefined tasks. Thisis not really a 'real’ cron since there
is no possible way in which one can guarantee that there would be a site visitor at any predetermine
time, and it has an unavoidable side effect of slowing the site accessfor the specific visitor that happen
to visit the site at or immediately after the desired time. For this reason we have not implemented
such a mechanism, however for some other ‘ short’ running tasks it might be suitable, so although not
suitable for our implementation it may in some circumstances provide a reasonabl e solution.

Front-end access

Browser access

This mechanism makes use of the front end of the site and provides a task that may be invoked by a
web browser, but more commonly by a utility accessing a web page such as wget or curl. Such tasks
typically when invoked in thisway, do NOT provide progress details.

The front-end access URL's for cron tasks are not usually designed to be run from a normal web
browser, but from an unattended cron script, utilising aserver side executable as ameans of accessing
the function. Typically utilities such aswget, curl or lynx are used, which can be thought of as appli-
cations which simulates the behaviour of the browser. They typically try to access the cron supplied
site URL so that the accessed page actions occur.

Normal web browserstend to be "impatient”. If aweb page returns abunch of redirection headers, the
web browser thinksthat the web server has had some sort of malfunction, and stop loading the page. It
will aso show somekind of "destination unreachabl €' message. Remember, these browsers are meant
to be used on web pages which are supposed to show some content to a human. This behaviour is
normal. Most browsers will quit after they encounter the twentieth page redirect response, which is
bound to happen. Using browsers such as Firefox, Internet Explorer, Chrome, Safari, Opera or any
other browser are not intended to work with the front-end cron based features. They are NOT meant
to work by design.

Command lineutilities, by default, will also give up loading apage after it has been redirected anumber
of times. For example, wget gives up after 20 redirects, curl does so after 50 redirects. Depending
upon the actual task being executed it may be advisable to configure the command line utility with a
large number of redirects. The number will depend upon the task itself.

Tip

There are several locations upon the web that provide a free service enabling of scripts sup-
porting the CRON daemon. Thereisafree service from Webcron that providesasimpleinter-
face, that we have tested out ourselves. Thereisalso apaid service that Webcron.org provide
that fully supports anumber of front-end features and isreasonably cheap - you need to spend
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about 1 Euro for 1000 runs. Just make sure you set up your Webcron [http://webcron.org/]
CRON job time limit to be at least 10% more than the time it takes for the script to execute
upon your site. If you do not know, a good value can be determined from timing how long
the script takes to run on atypical work load. Just run the script from your site's front end
several times and average out the run times and add about 10% more to the required value.

It should be noted that IF your site uses any redirection component such as sh404SEF (and
possibly .htaccess) that the URL specified in the Webcron service should be the 'redirected'
URL and NOT theinitial URL, otherwise a 301 error is seen.

Onefeature that is often included is the supply of a'Secret key' or 'Pass Phrase'. It is a character based
string which will allow the CRON job to ascertain that it has the right to request to run is acceptable.
It can be thought of as an additional security feature.

Tip

Use only lower- and upper-case a phanumeric characters (0-9, az, A-Z) in your secret key.
Other characters may need to be manually URL-encoded in the CRON job's command line.
Thisis error prone and can cause the backup to never start even though you'll be quite sure
that you have done everything correctly.

Most hosts offer a CPanel of some kind. There will be a section named something like "CRON Jobs",
"scheduled tasks" or the like. The help screen they provide should describe how to set up a scheduled
job. The missing part would be the command to issue. Simply putting the URL in there is unlikely
to work.

Warning

If your host only supports entering a URL in their "CRON" feature, this may not work with
most cron scripts. Thereis no workaround. It is ahard limitation imposed by the host.

I mportant

Be careful with any caching that may be present upon the web site. If the specific page being
accessed is present within the cache it will be delivered to the caler, BUT the underlying
actionswill NOT beinvoked. It is better to disable cache for the specific page.

We wasted a lot of time with tracking down this specific problem, and have not found it
mentioned anywhere else on the web.

Linux System

The following is a selection of possible commands that may be used, depending on the executable's
installed upon the web server:

| ynx -source "http://ww. yourwebsite.conlindex.php?
opti on=com i prmappi ng#38; t ask=cron. syncé&secr et =Your Secr et Key" > /
dev/ nul |

Or

wget -O /dev/null -q "http://ww. yourwebsite.conlindex.php?
opt i on=com_i pmappi ng&t ask=cron. syncé&secr et =Your Secr et Key" > /dev/
nul |

If you access your website using an HTTPS protocol, you may want to use this command instead:

wget --no-check-certificate -O /dev/null
"http://ww. yourwebsite.confindex. php?
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Wget

opt i on=com_i pmappi ng&t ask=cr on. syncé&secr et =Your Secr et Key" > /dev/
nul |

Some hosting company block the lynx and wget command in which case you should be able to use
the curl command instead:

curl --silent --conpressed "http://ww.yourwebsite.com index. php?
opti on=com i pmappi ng&t ask=cron. syncé&secr et =Your Secr et Key" > /dev/
nul | 2>&1

or

curl -L -v "http://ww.yourwebsite.comindex. php?
opti on=com i pmappi ng&t ask=cron. syncé&secr et =Your Secr et Key" > /dev/
nul | 2>&1

Depending upon the PATH setting in your session it may be necessary to specify the full path to the
executable, and is probably a good ideato specify it as a default anyway.

i.e. /usr/bin/wyet instead of wget.

I mportant

Any line breaks which may be shown in the above examples are included for formatting
clarity only. One should not have aline break in the command line!

Warning

Do not forget to surround the URL in double quotes. If you don't the script will fail. The
reason is that the ampersand is also used in UNIX to separate multiple commands within a
single command line. If one doesn't use the double quotes at the start and end of the script
URL, your host will think that an attempt has been made to run multiple commands and |oad
your site's home page instead of the front-end page URL.

Contact your host; they usually have a nifty help page for al this stuff.

I mportant

Using aweb browser (Internet Explorer, Google Chrome, ...) or wget version 1.10 and earlier
may result into an error message concerning the maximum redirections limit being exceeded.
Thisis not abug. Most network software will stop dealing with aweb site after it has redi-
rected the request more than 20 times. This is a safety feature to avoid consuming network
resources on misconfigured web sites which have entered an infinite redirection loop. To
avoid this problem (if you encounter it, there is the option --max-redirect on wget version
1.11 and above.

Warning

Any ampersands entered in the crontab entries should be written as a single ampersand, not
asan HTML entity (&). Failure to do so will result in a 403: Forbidden error message and
the task will not run. Thisis not a bug, it's the way wget works.

GNU Woet is a free software package for retrieving files using HTTP, HTTPS and FTP, the most
widely-used Internet protocols. It is a non-interactive command line tool, so it may easily be called
from scripts, cron jobs, terminals without X-Windows support, etc.

GNU Wget has many featuresto makeretrieving large files or mirroring entire web or FTP sites easy,
including:
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 Can resume aborted downloads, using REST and RANGE
 Can usefilename wild cards and recursively mirror directories
» NLS-based message files for many different languages

» Optionally converts absolute links in downloaded documents to relative, so that downloaded doc-
uments may link to each other locally

* Runs on most UNIX-like operating systems as well as Microsoft Windows
* Supports HTTP proxies

» Supports HTTP cookies

 Supports persistent HT TP connections

» Unattended / background operation

» Useslocd file timestamps to determine whether documents need to be re-downloaded when mir-
roring

* GNU Wget isdistributed under the GNU General Public License.

Downloading GNU Wget

If GNU Woaet is not installed upon your private system, the source code can be found on http:/
ftp.gnu.org/gnu/wget/ [via http] [http://ftp.gnu.org/gnu/wget/] and ftp://ftp.gnu.org/gnu/wget/ [via
FTP] [ftp:/ftp.gnu.org/gnu/wget/]. It can aso be found on one of the GNU FTP mirrors. For more
download options, see the download information on the Wget Wiki [http://wget.addictivecode.org/
Fag#tdownload].

CURL command

CURL is a software package which consists of command line tool and a library for transferring data
using URL syntax. It is a standard command present on most (all?) UNIX systems.

CURL supports various protocols like, DICT, FILE, FTP, FTPS, Gopher, HTTP, HTTPS, IMAP,
IMAPS, LDAP, LDAPS, POP3, POP3S, RTMP, RTSP, SCP, SFTP, SMTP, SMTPS, Telnet and
TFTP.

Command Line Alternative

If you have access a the command-line version of PHP, scheduled tasks can use a different, probably
better - and faster - way of scheduling.

In this situation a script which can be run from the command-line PHP interface (PHP CL1I) is used.
This doesn't require the front-end in order to work; it is self-contained, and can run even if the web
server is down!

In order to schedule such a task, one has to use the following command line to the host's CRON
interface:

/usr/ 1l ocal/bin/php /honme/ USER/ webr oot/ cli/cron. php

where /usr/local/bin/php is the path to the site PHP CLI| executable, /home/USER/webroot is the ab-
solute path to your web site's root, and cron.php is the name of your script located in the 'cli’ subdi-
rectory. This information can be supplied by your host.
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Note

The use of the PHP CGlI executable is not suitable. To check which version is available run
the PHP command with the --v option which will display the executable specifics.

Securing the script

We earlier mentioned the use of a secret key to be provided when the front end is accessed. We have
not implemented such a mechanism for the CLI script. Instead we make use of the htaccess file. The
PHP script hasto be called using HT TP, and needsto be able to load the web environment, so it cannot
be hidden away in a private part of your server's directory structure, and has to be called through
Joomla. This opens up the risk that anyone could come along and type the URL into their browser -
thus causing the script to be run independently of CRON. The easiest way to protect against this (if
using Apache as your web server - most do) is to add some rules to your .htaccess file that prohibits
anyone other than the local machine from running the script.

Note

For the following rules to work, you must have an Apache web server with mod_rewrite
enabled.

Note

For example: If the file you want to run is called 'script_name', you could add the following
to your .htaccess file to ensure that nobody €lse can run the script:

Rewri t eEngi ne On

Rewr it eCond % REMOTE_ADDR} !~127\.0\.0\.0
RewriteCond % REMOTE_ADDR} !~x\.x\.x\.x
RewriteCond % QUERY_STRI NG script_name [ NC]|
RewriteRule ~(.*)$ index.php [F, L]

...where x.x.x.x is the actual IP address of your server (if you have an SSL certificate, this will be
unique to your hosting account - otherwise the IP address might be shared with other hosting ac-
counts on the same server). Y ou can find the P address of your domain by running a ping test against
your domain name (in Windows, go to Start->Run, type in ‘cmd' and press enter, then type 'ping
www.mydomain.com' and press enter)..Please note, you must add a backslash before each dot of your
IP address.

What is Cron Job?

Cron is a daemon that executes commands at specified intervals. These commands are called "cron
jobs." The Cron daemon is available on Unix, Linux and Mac servers. Windows servers use a Sched-
uled Task to execute commands.

Cron Job Command Basics

The way you set up a CRON job on your server depends on what software you are using to manage
your hosting account. Some web hosting control panels (such as cPanel or Plesk) offer a graphical
user interface (GUI) which makes it much easier to set up the scheduled task. If you do not have a
GUI available, you will have to enter the necessary commands using Telnet or SSH.

A quick search on the Internet for 'cron’ followed by the name of your web control panel should yield
plenty of articles that tell you how to physically set up anew CRON job, but it is usually fairly self-
explanatory if using something like cPanel or Plesk.

Inany case,aCRON jobismade up of 2 main elements: acommand to berun, and aninterval definition
(i.e. something that tells it how often to run). Y ou might also be asked to provide an e-mail address
to which any error messages or other output can be sent.
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The command to run is made up of 4 parts:

» An executable (i.e. a program that is capable of running PHP scripts)

» One or more configuration options (specific to the executable)

» An output path (where to put any output from the script)

e A URL (the script to be called)

Inthefollowing example, the crontab command shown below will activatethe cron tasksautomatically
on the hour:

O* * * * wet -O- -gq -t 1 "http://ww. yourwebsite.conlindex.php?
opti on=com i pmappi ng&t ask=cron. syncé&secr et =Your Secr et Key"

TheO* * * * part in the exampl e above is the time when the cron job is going to happen. Thefollowing
schematic tries to explain the general crontab syntax:

I mportant

Any line breaks which may be shown in the above examples are included for formatting
clarity only. One should not have aline break in the command line!

L R E T mnute (0 - 59)

L I L R hour (0 - 23)

# || +---------- day of nonth (1 - 31)

#1 || +------- nonth (1 - 12)

#1 ] | | +--- day of week (0 - 7) (Sunday=0 or 7)
20 N T I

* * % *x * comuand to be executed

The freguency with which one wishes a specific script to run, should be carefully evaluated. Running
it too often when there is nothing much to do is probably wasteful of system resources. On the other
hand not running it frequently enough means that the expected actions are not 'up to date'. Generally
once an hour is more than adequate in our tests, especially since we used to manually perform the
task twice or three times a day.

Trouble shooting cron

If your cron task is not working, you should:

Make sure your website can be triggered via your browser: Click on your cron URL. That will
trigger it manually viayour browser so you will seeif this URL can be reached or not.

If you use athird-party SEF component, your website may redirect the current page to the SEF one
may break the cron service. So you can either configure your SEF component to not transform non-
SEF into SEF URLs or directly write your SEF cron URL on the cron interface.

Make sure your website can be triggered by the outside: If you have an .htaccess with password
protection, your website will obviously not accept to be triggered by an anonymous user.

If you use a security component on your Joomla website and use a remote cron facility, this com-
ponent might block the cron task. If you are using RSFirewall, you could try disabling the DoS
protection from the Components => RSFirewall => Configuration => Active scanner configuration
options.

Sometimes cron jobs can't trigger an URL including a"&" (see above) or can only trigger a script
(instead of an URL). In that case, you should create afile with a suitable name at the root of your
website including the code below:
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<?php

$ch = curl _init();

curl _setopt ($ch, CURLOPT_URL, ' http://ww. yourwebsite.conl
i ndex. php?

opti on=com i prrappi ng&t ask=cron. syncé&secr et =Your Secr et Key' ) ;
curl _setopt ($ch, CURLOPT_RETURNTRANSFER, 1)

curl _setopt ($ch, CURLOPT_TI MEQUT, 10);

curl _setopt ($ch, CURLOPT_FCOLLOALOCATI ON, true);

curl _setopt ($ch, CURLOPT_AUTOREFERER, true);

echo curl _exec($ch);

curl _cl ose($ch);

I mportant

Any line breaks which may be shown in the above examples are included for formatting
clarity only. One should not have aline break in the command line!

Then configure your cron to trigger that script.
Please don't forget to replace 'yourwebsite.com' by the URL of your own website.

Make sure that there is no system cache storing up your pages accessed by a front end based cron
task. If there isthe cron task will only work when the cache entries expire, which will depend upon
the cache settings.
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Chapter 6. Screens and Usage Notes

Sample Screens

The output of Google maps is familiar to most people who use the web and the display from this
component is no different in any regard other than the information that is ‘ superimposed’ upon the
map. For that reason only afew samples are presented below:

Thisfirst display is taken from the module displayed within an article.

Figure 6.1. Sample Output Screen (1)

 Indonesia
S

Google “@”‘t

 Map dsta 82012 MapLink, Tele Atlas - Terms of Use

IP Maping by Macrotane Consulting (UK) Ltd.
The following display shows the module within the side bar.

Figure 6.2. Sample Output Screen (2)

Spam visitors




Screens and Usage Notes

Usage Notes

Inserting a module inside an article

[Thisisincluded as a convenience and is taken from the official Joomladocs [http://docs.joomla.org/
How_do you put_a module inside an_article%o3F].]

Y ou will usually want to associate modules with articles in some way. The modules are alocated to
modul e positions and the modul e positions appear somewhere on the Web page as determined by the
template. However, it is sometimes useful to have a module actually embedded within the article.

To insert amodule inside an article, use the {loadposition xx} command, as follows:

* Create a module and set its position to any value that doesn't conflict with an existing template
position. You can type in the position value instead of selecting it from the drop-down list. For
example, use the position myposition.

» Assign the module to the Menu Items that contain the articles that you want the module to show in.
Y ou can aso just assign the module to all Menu Items.

* Edit the articleswhere you want this module to appear and insert the text {loadposition myposition}
in the article at the place where you want the module.

Note

This only works when the Content - Load Module plug-in is enabled. If this plug-in is dis-
abled, the text {loadposition myposition} shows unchanged in the article.

loadmodule

An alternative to "{loadposition xx}" is the "{loadmodule yyy}" variation which is handled by the
same plugin.

In this case the plugin looks for the first modul e that who's type matches the string 'yyy'. So, you could
load ' "mod_login" module by placing {loadmodule login} in your text.

See dso ‘Modules Anywhere' by Peter van Westen of NoNumber [http://www.nonumber.nl/] which
can also be used to perform this task.

Modules within Modules

Itispossiblein Joomlal 2.5 and above to include amodule within a"Custom HTML" module as they
are processed by content plug-insin the same way as articles.

Y ou should remember when doing this that you may experience formatting issues as the "chrome”
of the "Custom HTML" module will surround the "chrome" of the included module potential having
undesirable effects of the formatting or layout.

Modules Anywhere

It is also worth mentioning that there is athird party utility known as ‘Modules Anywhere by Non-
umber [http://www.nonumber.nl/] solutions (obtai nable from the JED [Joomla Extensions Directory])
that is also very useful and makes adding modules to articles very simple. Highly recommended.

Map icons not displayed.

There are afew circumstances where the map icons are not displayed.

If the siteisusing an ‘.htaccess' fileit is necessary to allow the ‘map_data.php’ fileto bevisible. To
do thisit is necessary to add the following exception to the ‘ .htaccess' file:
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RewriteRule “modules\/mod_ipmapping_mapper\/map_datal.php$ - [L]

The placement of this directive within the .htaccess file is important, as described else where in this
document.

A second possible (although unlikely) cause is the settings upon map_data.php file.

If the above suggestion does not work try changing the permissions upon the file map_data.php in the
directory "modules/mod_ipmapping_mapper/" to 755.

i.e

cd nodul es/ nmod_i pmappi hg_napper
chnod 755 map_dat a. php

Oneway to assist in determining the cause of problemsisto use the Firefox browser with the Firebug
extension and turn on the Web Console and inspect the generated messages. [Go to Tools -> Web
Developer -> Web Consol€].

Geolocation information not determined.

Prior to release 1.2.3 the determination of the geolocation information made use of a PHP function
that required the setting of the 'allow_url_fopen' to be enabled. This is considered by some to be a
potential security problem and a number of sites may have this option disabled. To enable it one can
place a command in the php.ini file.

Release 1.2.3 added the ability to automatically use Curl as an aternative when communicating with
the geolocation provider.

Checked Out State

IP Mapping makes use of the ability of Joomlato control multi-user access on records. In this com-
ponent we control all of the records types (location and reasons). When a User edits an item, Joomla!

changes the item's status to Checked Out (represented by the  padlock icon). The record is locked
and only the User who has checked it out can modify it. Thisis a safety/security feature that prevents
two Users from editing an Item at the same time, thus preventing the loss of any data upon saving.

A table record remains "Checked Out" until the User clicks Apply, Save, or Cancel while editing
it. Once saved, the record item is Checked In. However, if there's a connection error, such as when
the User presses the browser's Backicon, or they choose another |P Mapping Item without saving or
cancelling the work in progress, the IP Mapping Item remains Checked Out. This means no one else
can edit it.

Using the Global Checkin can be used to unlock all Itemsthat are currently Checked Out, or depending
on the items marked only the specific item groups, across the whole site. It can only be performed by
a Super administrator. The action commences as soon as the |P Mapping Itemis clicked.

WARNING: Performing a Global Checkin while IP Mapping items are open for editing will
result in dataloss. All Checked Out Items will be checked in, and any unsaved changes will be lost.

In the rare situation of alock not being freed, the lock can be released either with the IP Mapping list
or from the Global Checkin.

Creating a language translation.

Transifex

One method that we have recently decided to make use of is the ‘Transifex’ project. To be truly
multi-lingual most freely available Joomla component (including modules and plugins) relies on local
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communities to create language packs. We realise that is can be a very dirty job, that is very time
consuming. Transifex provides a mechanism to make language translations faster but with less work.
Making use of this mechanism we hope to be able to provide users with awider variety of available
languages ready to download.

Looking at the number of existing components aready making use of Transifex, we are joining an
already varied and wide ranging community.

Transifex comes with the options of aclient or aweb interface and also has an extensive help system.

One site that might provide useful to trandators starting to get to grips with Transifex and its usage
is provided here. Not being multilingual ourselves we cannot really make any valid comments upon
how useful they specifically are, but they certainly appear to be informative and complete.

Basically the language files are placed upon the Transifex server by ourselves within a ‘project' i.e
'Issue Tracker'. The translators have an account (free upon request) on Transifex and request accessto
alanguage, which if granted allows access to the specific language files. The tranglators can edit the
language strings for their specific language directly online, or viathe use of a'Transifex client' (freely
downloadable) download the files, perform the tranglation locally and then upload them back to the
Transifex server.

On our end we are kept informed of the state of tranglations automatically and viathe use of a Joomla
component named CTransifex (Compojoom) which can automatically generatetherequiredinstallable
zip files and make them available for users to download.

This avoids the need to create multiple zip files manually making the distribution task much simpler
and relieving the translators from the tedious task of maintaining zip files, and at the same time pro-
viding an easier trandlation tool.

There are more details upon our website http://macrotoneconsulting.co.uk/index.php/Macrotone/lan-
guage-guide-extensions.html and also upon the Transifex web site https.//www.transifex.com/.

Manual method.

Those unwilling or unable to make use of Transifex, we here describe a manua mechanism
for creating an installable extension pack. For translating extensions for Joomlal 1.6, 1.7, 2.5
see this article: Creating language packs for extensions in Joomla 1.6/1.7: http://docs.joomla.org/
Creating_language packs for_extensions in_Joomla 1.6/1.7

The following example illustrates the build of the Portuguese Brazilian language for the Macrotone
I P Mapping component.

1) We will prepare folder structure for the new created trandation. Create the following folders on
your disc:

| ang/ admi n
| ang/ nodul es

Open text editor and paste the following content:
<ht ml ><body bgcol or =" #FFFFFF" ></ body></ ht ni >

Save it as index.html in all folders (as lang/admin/index.html, lang/modules/index.html and lang/
index.html).

2) Unzip the Macrotone |P Mapping component ZIP file somewhere on your disc.
Goto:

admin/language/en-GB/ folder (which isincluded in the unzipped Macrotone | P Mapping structure)

43


http://macrotoneconsulting.co.uk/index.php/Macrotone/language-guide-extensions.html
http://macrotoneconsulting.co.uk/index.php/Macrotone/language-guide-extensions.html
https://www.transifex.com/
http://docs.joomla.org/Creating_language_packs_for_extensions_in_Joomla_1.6/1.7
http://docs.joomla.org/Creating_language_packs_for_extensions_in_Joomla_1.6/1.7

Screens and Usage Notes

and open both filesin your text editor:

en- GB. com_i pmappi ng. i ni
en- GB. com_i pmappi ng. sys. i ni

Trandate the strings to your language and save them as (in our example we use Portuguese Brazilian
prefixes):

| ang/ admi n/ pt - BR. com_i pnmappi ng. i ni
| ang/ admi n/ pt - BR. com_i pnappi ng. sys. i ni

Go to:

modules/mod_ipmapping_mapper/language/en-GB/ folder (which is included in the unzipped
Macrotone |P Mapping structure)

and open thefilesin your text editor:

en- GB. nod_i pnappi hg_napper. ini
en- GB. nod_i pnappi hg_napper. sys. i ni

Trandlate the strings to your language and save them as (in our example we use Portuguese Brazilian
prefixes):

| ang/ nodul es/ pt - BR. nod_i pmappi ng_nmapper . i ni
| ang/ nodul es/ pt - BR. nod_i pmmappi ng_mapper. sys. ini

Files should be saved as UTF-8 without BOM encoding.
Goto:

modul es’mod_ipmapping_visitoragent/language/en-GB/ folder (which isincluded in the unzipped
Macrotone IP Mapping structure)

and open the filesin your text editor:

en- GB. nod_i pnmappi ng_vi sitorogent . ini
en- GB. nod_i pnappi ng_vi si toragent. sys. i ni

Trandate the strings to your language and save them as (in our example we use Portuguese Brazilian
prefixes):

I ang/ nodul es/ pt - BR nod_i pmappi ng_vi si t oragent . i ni
I ang/ nodul es/ pt - BR nod_i pmappi ng_vi sit oragent . sys. i ni

Files should be saved as UTF-8 without BOM encoding.
3) Open text editor and paste there the following content:

<?xm version="1.0" encodi ng="UTF-8""?>

<extension type="file" version="2.5" nethod="upgrade">
<nane>pt - BR. com i pmappi ng</ nane>
<t ag>pt - BR</ t ag>
<versi on>1. 0. 0</ ver si on>
<creationbDat e>08/ 01/ 2013</ cr eat i onDat e>
<aut hor >Macr ot one Consul ting Ltd</aut hor>
<aut hor Enmi | >support @macr ot ot oneconsul ti ng. co. uk</ aut hor Enmi | >
<aut hor Ur | >www. macr ot oneconsul ti ng. co. uk/ aut hor Ur | >
<copyright>(C) 2012-2013 Macrotone Consulting Ltd</copyright>
<license>http://ww.gnu.org/licenses/gpl-2.0.htm GNU GPL</

i cense>
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<descri pti on>Brazilian-Portuguese | anguage pack for |P Mappi ng</
descri pti on>
<fileset>
<files fol der="adm n" target="adm ni strator/I|anguage/ pt-BR'>
<fil enanme>pt - BR. com i pmappi ng. i ni </fil enane>
<fil enane>pt - BR. com_ i pmappi ng. sys. i ni </fil ename>
<fil enanme>i ndex. html </fil enanme>
</files>
<files fol der="nodul es” target="1anguage/ pt-BR'>
<fil enanme>pt - BR nod_i pmappi ng_nmapper.ini </fil enane>
<fil enane>pt - BR nod_i pmappi ng_vi sitoragent.ini</fil enane>
<fil enane>pt - BR. nod_i pmappi ng_mapper . sys.ini </fil ename>
<fil enane>pt - BR nod_i pmappi ng_vi sitoragent.sys.ini</fil ename>
<fil enanme>i ndex. html </fil enanme>
</files>
</fileset>
</ ext ensi on>

Edit it, changing the language specifics and the author as required and saveit as:
lang/install.xm file.
So now you should have the following folder structure in the folder lang;:

install.xm

i ndex. ht m

adm n/i ndex. ht m

adm n/ pt - BR com_ i pmappi ng. i ni

adm n/ pt - BR com i pmappi ng. sys. ini

nodul es/ i ndex. ht

nodul es/ pt - BR. nod_i pnappi hg_napper. sys. i ni

nodul es/ pt - BR. nod_i pmappi ng_napper . i ni

nodul es/ pt - BR. nod_i pmappi ng_vi sitoragent. sys. i ni
nodul es/ pt - BR. nod_i pmappi ng_vi sitoragent.ini

Select al files included in lang folder and add them into ZIP file called lang-prefix-LANG-
PREFIX.com_ipmapping.zip (in our example the file will have the following name: pt-
BR.com_ipmapping.zip).

Now thetrandation is ready and can be installed via standard Joomlal installation procedure.

Remember that the Joomla Language core pak for your desired language must be installed otherwise
the language installation will fail.

Joomla 3.x support

Releases 1.1.0to 1.2.3 support Joomla 3.1 and Joomla 2.5, the versions avail able at the time of release.
Release 1.3.0 and above run only upon Joomla 3.3.x and above. See the company website for future
announcements.

Other Problems and Issues.

Please see the FAQ and the Forum entries on the company web site which will be updated with any
new problem and their resolution when or if they are discovered.
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Chapter 7. Version Changes

Thefollowing isalist of the principle changes that have occurred during each release.

Release Versions
IP Mapping 1.4.1

+ New option for where web server islocated behind a proxy server such as CloudFlare.
~ Numerous minor code cleanups resolving code warning messages seen in PHPStorm.

~ Change mapper modul e to use windows.load rather than document.ready function.

IP Mapping 1.4.0

~ Modify locations display to trim path and phrase columns similar to referrer column.
- Remove documentation page from back end.

~ Modify table characterset and collation to match Joomla 3.5 utf8mb4 _unicode ci.

- Remove metatable.

+ Add South Sudan (SS) to countriestable.

IP Mapping 1.3.3

# Fix undefined PHP noticesin Visitor Agent module.

+ Add afew additional scrappers and advertising bots to the robots table.
+ Update copyright year to 2016.

~ Get component version from manifest file rather than meta table.

# Fix error when changel og displayed multiple times from dashboard (cpanel) view.

IP Mapping 1.3.2

~ Add additional checks for updating multiple locationsin back end.

# Correct use of back end filtersin locations display.

~ Modify field used for country code if Geobytes determination used. Appliesto front and back end.
~ Modify locations information received to ensure no stray quote characters.

- Support for Akeeba Restore Points removed as they are no longer supported by Akeeba.

IP Mapping 1.3.1

~ Add country code ZZ to list of ignored locations in mapper module.
# Correct problem preventing location displays if path variable contained an ampersand.

~ Modify back end location creation logdate handling.
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~ Set default reason_id to 'Other’ if not specified in back end manual location creation.

~ Modify mapper module to handle clustering over long time periods. New option for complete map
refresh provided.

IP Mapping 1.3.0

I The minimum required Joomla! versionis 3.3

~ Change back end list display ordering to match Joomla 3.3 standard method.

+ New optionsto control of referer, phrase, source and agent fields in back end locations table.
+ New option in Visitor Agent module to control use of HTML5 geolocation data capture.

# Correct logging of arraysininitial call.

# Correct back end locations filter on published state.

~ Update copyright year to 2015

# Correct typo in mapper module preventing control of referrer field display.

+ New option to control display of marker Info Window, creator information and table data title in
mapper module.

# Remove use of Top function from Visitor Agent module.

~ Update credits to be an iframe with the contents fetched from the main site. Thus ensuring they are
always up to date.

~ Change Geobytes API to use getcitydetailsinstead of former I Plocation method which is discontin-
ued.

IP Mapping 1.2.3

+ Add logging DEBUG options to back end.

+ Add check for PHP setting allow_url_fopen and if not enabled use CURL interface instead.
# Correct update of multiple fields error in back end.

+ Add the ahility to control the display of more of the table fields in the mapper display.

+ Add additional table to control robots (web crawlers).

IP Mapping 1.2.2

~ Extent recent change for truncating Akeebalog to web invoked cron task.
~ Add some DEBUG logging entries to the mapping module.

~ Modify location update so that any other unset locations for a specific IP are updated when oneis
manually updated.

+ Add some additional code to correct for Mapper module display problems with Tabs and Bootstrap
front ends.

~ Update reference to use version 2.1.1 of the Google Cluster Marker javascript code.

# Fix delete of individual log items from log table.
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# Fix problem of running Akeebasync and compact using |E browser.

# Fix list checkall toggle on list views for Joomla 3.x.

IP Mapping 1.2.1

# Fix overlapping of mapper table referrer field over the edges.
# Fix wrong name in front end route parser.

+ Add separate tab in CPanel for creditsincluding trandators.
~ Update al copyright year 2014

~ Modify sync process so only required number of days |oaded.

~ Ensure admin creation fields populated on sync task.

IP Mapping 1.2.0

~ Code refactoring.
+ Add logging option. Note that thisis currently only used for the recording of Cron messages.
+ New cron ability for automating synchronisation task.

# Remove any stray quote marks in city names returned by | P location determination.

IP Mapping 1.1.0

+ Add support for Joomla 2.5 and 3.x in oneinstall.

~ Change use of JRequest to Jinput instead.

~ Change deprecated function JRegister getValue to use get instead.
~ Remove redundant CSS from documentation view.

+ Make use of Google Closure Compiler optional.

~ Make the connection to Google Closure Compiler use CURL as default rather than FURL Open.

IP Mapping 1.0.5

+ Only display Akeeba Sync Icon if Akeeba Admin Tools Pro isinstalled.

+ Change mapper module to accept parameter to only display the last 'n' days worth of data, where
'n'isanumber greater than zero (0).

IP Mapping 1.0.4

+ Add integration with Akeeba system restore option.
+ Add ahility to provide atabular list of displayed locations below the map.

# Correct SQL error in Visitors module.

IP Mapping 1.0.3

+ Change to set private | P address details to Unknown.
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+ Introduce compaction for location table.

# Fix location sort problem on country name and country code.

IP Mapping 1.0.2

+ Add additional update to locations to minimise IP provider services.

IP Mapping 1.0.1

+ Add style code to referer field to preserve table display appearance.
+ Add missing index.html file in main directory.

+ Update headers for 2013

IP Mapping 1.0.0

+ Initial Release
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Chapter 8. Design

This section describes the design criteria used for the component. It provides the rational e behind the
design and helps to understand how the component works.

One of the criteriain the design is to make use of as much of the supplied Joomla functionality and
provide familiarity of use with the standard Joomla components.

Planning and Analysis

The original intent for this component was to be able to display the information captured by Akeeba
Admin Tools Pro by the Web Application Firewall in agraphical manner to make interpretation easier.
I nspection and searching on theweb did not reveal anything that would do the job required and instead
we decided to adapt some work written for Joomla 1.t that would display Site visitor information
instead,

Planning and Project Analysis

Thefirst action isto define the application requirements. These are then used to design a database and
an outline that describes how the user interface accepts and presents data.

The project leads establish requirements that define the information that must be tracked, security
requirements, data management functions, and how to present datato users.

Gather the Necessary Data

The source of the data was already determined and aready available, so al that was required was
to use the supplied data and to add the additional geographic location data and present it in a form
suitable for mapping.

Define Security Requirements

Security was not deemed to be aproblem for the component sincethe dataisfreely available asregards
which IP addresses are assigned to which service providers. Also the specific 1P addresses of the
visitors has been freely provided so all that is being doneis to present the data is another form.

Select Data Management Functions

The project leads also determine how information will be entered into the system. For this project,
it must be possible to:

» Create and edit reasons
» Create location data
» Edit location data

» Assign reasonsto location records.

Select Data Presentation Functions
Once the data has been collected there is the display. The team decided that the displays should be:
» Selectable for one or more specific reason codes.
» Selectable over adate range.

« Visitor data collected by the Visitor agent should permit automatic trimming of ‘old’ records.
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 Provide the ability to have more than one map on a‘page’.

Define Special Function Requirements

Provide a mechanism to control the locations table, particularly for busy sites where there are many
visitors, and/or entries detected by the Akeeba Admin Tools Pro component..

Designing the Database Objects

Once the database requirements are defined, the next step is to turn these into a database design and
an outline that describes how the user interface accepts and presents data. Given the requirements
described above the two main tables can be created:

* Location contains the IP locations
Further detail notes upon the table is provided below.

Subsidiary tables are created to provide reference data. Sample reference datais supplied on installa-
tion. The provide samples should be tailored by the site administrator to reflect actual ‘real’ lifeterms
used by the organisation. Once obvious example is for foreign language sites to be able to tailor the
codes for their own use.

» Reasonsdefinethe ‘mapping reason’. i.e. Whether the |P addressis classes as that of asite ‘visitor’
or of a‘spammer’ or of asource of a“dfishield’ attack attempt, etc. Thelist isextensible and should
be tailed for the specific site requirements.

e Countries. This table contains a list of country names and short country codes, used in the initial
release to supply the details for the module filters.

System generated primary keys are used for all tables so that all the data can be edited without exe-
cuting a cascade update.

The data model designed is shown in Figure 8.1.

Figure 8.1. Data model for IP Mapping 1.3.0
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About the Locations Table

This table contains the IP addresses that are candidates for displaying upon a Google map. Each IP
address record will contain details of the geographic location of the IP address as determined by the
IP information database. This information is populated automatically when the entries are made into

the table.

There are several reasons and to why it is desirable to enter |P addresses and there is an associated
reason code that is used to differentiate the entries.

Table 8.1. Locationstable description

created on
created by

Column Name Type

id Number
ipaddress Varchar
lat Float
Ing Float
html5 Int

time Varchar
countryname Varchar
countrycode Varchar
cityname Varchar
referer Varchar
phrase Varchar
path Varchar
state Number
agent Varchar
sIc Int
reason _id Int
logdate Date
reason Varchar
extradata M ediumtext
ordering Number
checked out Number

checked out_time Date

Date
Varchar

modified_on Date
modified_by Varchar

Size
n/a

64
1511
15,11
n/a

14
255

255

255
255
255

255
11

n/a
255

n/a
11

n/a
n/a
255
n/a
255

Not
Null?

Yes

No
No
No
No

No
No
No
No

No
No
No

No
No
No
Yes

No
255

No

No

Yes
Yes
Yes
Yes
Yes
Yes

Constraints
Primary key

None
None
None
None

None
None
None
None

None
None
None

None
None
None
None

None
None

None
None
None
None
None
None
None
None

Description

A unique numeric identification for each
record. Populated by an auto-sequence.

The IP address to be mapped.
L atitude of the source of the IP address .
Longitude of the source of the IP address.

Specifies whether HTML5 geolocation was
used to determine the location. Default of
zero indicates that | P mapping was used.

Time to associate with the IP address.
Country name of the I P address.
Country code of the |P address.

Name of the City where the P addressis
located.

Referer of the | P address.
Phrase to be displayed.

The page address upon which the location
check isinitiated.

Indicates that record is visible to front end.
IP agent.
Source of the ip address.

'Foreign key to the ipmap_reasonstable.
The purpose of the entry in thistable.

Logdate of entry.

Reason for entry. i.e. loginfailure, admin-
pw, rfishield, antispam etc.

[Duplicate of reason code.]

Optional additional text or comments.
Order in which records are displayed
Joomlafield record locking
Joomlafield record locking

Date the record was created.

The user who created the record.

The date the record was last modified.
The user who last modified the record.
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Notes:

1. Thegeolocation datais populated by callsto the IPInfoDB servicefor which an API key isrequired.

Thisisano cost item.

2. If the IPInfoDB database returns a zero latitude and longitude this usually indicates that it could
not return the true location. We have experienced problems with addresses in the 142.4.XXX.XXX
and 147.255.xxx.xxx range. In this situations there is a backup check using the Geobytes
database [http://getcitydetail s.geobytes.com/GetCityDetails]. (http://getcitydetails.geobytes.com/
GetCityDetails). If you expect to exceed the services “ Reasonable Free Access Limit” of 16,384
accesses per hour, (about 4.5 look-ups per second), or wish to access the service via SSL, then you
may wish to purchase some Mapbytes to pay for these additional look-ups, and thereby become a

VIP. We generally only use it as a backup so currently do not register asa VIP.

About the Reason Code Table

The IP Mapping Reason codes relate to the different reasons that an IP address is may be displayed
on map. For example an IP address may be displayed as it is the address of a visitor to the site and
we desire to map visitors locations. Alternatively we may desire to map the locations of | P addresses
from where we have detected attempts to introduce * SPAM’ into the various articles etc. present upon

the site.

Table 8.2. Reason Table description

Column Name Type

id Number

reason_name Varchar

description Varchar
state Number
ordering Number
checked_out Number
checked out_time Date

created_on Date

created_by Varchar

modified_on Date
modified_by Varchar

Size

n/a

60
1024
4

11
11
n/a
n/a
255
n/a
255

Not
Null?

Yes

Yes
No

No

No

Yes
Yes
Yes
Yes
Yes
Yes

Constraints

primary key

None
None
None
None
None
None
None
None
None
None

Description

A unique numeric ID that identifiesan IP
Mapping reason. Populated by an auto se-
guence.

The name used to display on the screens.
A brief description of the reason.
Indicates record is visible in front end.
Specifies ordering of reasons.
Joomlafield record locking

Joomlafield record locking

Date the record was created.

The user who created the record.

The date the record was last modified.
The user who last modified the record.

About the Countries Table

The IP Mapping Countries table contains the list of the countries of the world and their country codes.

In thisinitial release this table is used to provide the drop down list for the filters used in the IP

Mapping. Their usage is expected to be expanded with later releases.

Table 8.3. Countries Table description

Column Name Type

id Number

Size

n/a

Not
Null?

Yes

Constraints

primary key

Description

A unique numeric ID that identifies a coun-
try. Populated by an auto sequence.
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Column Name Type Size
country name  Varchar 80
country_code Varchar 3
state Number 4
ordering Number 11
checked out Number 11
checked out_time Date n‘a

Not
Null?

Yes
No
No
No
Yes
Yes

Constraints

None
None
None
None
None
None

Description

The name of the country.

The short two letter code for the country.
Indicates country is selectable.

Specifies ordering of countries.
Joomlafield record locking

Joomlafield record locking

About the Robots Table

Thistable containsthe detail s of the robots or web spiders. Thetableis used to eliminate the robot data
from any recorded visitorsto asite. Each record contains the known details for one specific robot. The
tableis populated with some of the more commonly encountered robots but more are being deployed
regularly and the table provided the ability for site administrators to add their own specific robots that

they may encounter.

The only required field is the identifier field which contains the details of the robot as stored in the
header of the connecting client. The other fields are either to enable control of the records or provide
information that may or may not be of interesting about the specific robot itself.

Table 8.4. Robot table description

Column Name Type Size
id Number n/‘a
identifier Varchar 60
description Varchar 1024
hostname Varchar 120
addresses Varchar 1024
state Number 4
ordering Number 11
checked out Number 11
checked_out_time Date n/a
created_on Date n/a
created by Varchar 255
modified_on Date n/a
modified_by Varchar 255

Not
Null?
Yes
Yes

No

No

No

No

No

Yes
Yes
Yes
Yes
Yes
Yes

Constraints
Primary key
None
None

None

None

None
None

None
None
None
None
None
None

Description

A unique numeric identification for each
record. Populated by an auto-sequence.

Theidentifier string present in the access-
ing software header.

Short descriptive text about the robot if any
isknown. .

Details of the hostname or source of the
robot when known. Thisinformation may
provide some assistance in determining the
source of the robot.

Informational details of some of the ad-
dresses that are used specifically by thero-
bot, when known.

Indicates that record is visible to visitor
agent (front end).

Order in which records are retrieved (dis-
played).

Joomlafield record locking

Joomlafield record locking

Date the record was created.

The user who created the record.

The date the record was last modified.
The user who last modified the record.

Notes:
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1. The order in which the robot identifiers are placed in the search list within the visitors modules
is determined by the ordering column. Hence the most frequently encountered are placed first in

thelist.

2. Theonly mandatory field that the site administrator must supply isthe'identifier' field whichisused
to check the visitor agent header to determine whether it isatrueindividua or arobot/web crawler.

I mportant

The entries in this table do not 'reject' or stop the specified robots from accessing the site,
for which they need to be added to the site 'robots.txt' table. Instead they are used to prevent

their occurrence in the recorded site visitors tables.

Log Table

The Log table is used by the component itself to record informational messages as various tasks are

performed.

This is the same format as the Joomla JLog table which is not surprising since it is populated by the

JLog method.

Table 8.5. Log table description

Column Name  Type Size
id Int 11
priority Int 11
message Varchar 512
date Datetime N/A
category Varchar 255

Not
Null?

Yes

Yes

Yes

Yes

Yes

Constraints

Primary key

None
None
None

None

Description

The system generated unique identifier for
the record.

Populated by an auto-sequence.

An integer indicating the priority of the
message. i.e. Info, Debug etc.

The message containing the details of the
specific task stage, count etc.

The date and time when the message was
recorded.

The category of the message.

Meta Data Table

The Metatable is used by the component itself to record version numbers of its component parts. i.e.

Modules, plugins etc.

Table 8.6. Meta data component table description

Column Name  Type Size Not Constraints Description
Null?
id Int 11 Yes Primary key  The system generated unique identifier for
the record.
Populated by an auto-sequence.
version Varchar 100 Yes None Version number of the installed component.
type Varchar 20 Yes None Type of extension.
I mportant

Thistablewasremoved fromthereleasein version 1.4.0. Thedetailsareretained for reference
purposes only, since it was applicable for releases prior to 1.4.0.
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HTML5 Geolocation overview

Geolocation is the determination of where one is located in the world and (optionally) sharing that
information with peoplethat are trusted. Thereismore than one way to figure out where oneislocated
— the IP address, the wireless network connection, which cell tower the phone (or PC ) is communi-
cating with, or dedicated GPS hardware that calculates latitude and longitude from information sent
by satellitesin the sky.

IP Mapping was originally designed with the aim of displaying IP addresses upon Google Maps and
experience has shown that although it works well it is very reliant upon the accuracy of the data
held by the various database and communication suppliers. HTML5 geolocation offers an alternative
mechanism. If enabled a check is first performed to determine whether a user's browser is capable
of supporting HTML5 geolocation and if it is a request is then made to obtain the information. If
successful thisisthen used to display the location upon a map. If unsuccessful, or if the browser does
not support HTML5 geolocation, the fall back, existing IP mapping is used instead.

The HTMLS5 geolocation API enables the sharing of your location with trusted web sites. The latitude
and longitude are available to JavaScript on the web page, which in turn can send it back to the remote
web server and do fancy location-aware things such asfinding local businesses or showing thelocation
on amap.

Privacy isan obvious concern when oneisinvolved with sharing your physical location with aremote
web server. The geolocation API explicitly states: “User Agents must not send location information to
Web sites without the express permission of the user.” In other words, sharing your location is always
opt-in. If you don't want to, you don't have to.

The geolocation API lets one share your location with trusted web sites. The geolocation API is sup-
ported by most browsers on the desktop and mobile devices.

The geolocation APl centres around a new property on the global navigator object:
navigator.geolocation.

I mportant

The HTML5 geolocation is asynchronous which means that there may be a delay before an
actua location is stored with in the database and the visitor displaying the page.

The simplest use of the geolocation API looks like this:

function get location() {
navi gat or . geol ocat i on. get Current Posi ti on(show_map) ;

}

That has no detection, no error handling, and no options. Y our web application should probably include
at least the first two of those.

What one does if geolocation support is not availableis optional but usual resultsin afall back mech-
anism. The following occurs when a call is made to getCurrentPosition(). As geolocation support is
opt-in, it meansthat the browser will never force oneto reveal the current physical location to aremote
server. The user experience differs from browser to browser. In Mozilla Firefox, calling the getCur-
rentPosition() function of the geolocation API will cause the browser to pop up an “infobar” at the top
of the browser window. The infobar looks like this:

58



Design

Figure 8.2. Geolocation opt-in infobar

i Would you like to share your location with -
| demo.macrotoneconsulting.co.uk?

Learn more...

pEnow

| Share Location |
v

W E Sl N

Selecting the menu item displays afew more options.

Figure 8.3. Firefox Geolocation opt-in infobar (2)

j Would you like to share your location with - Mac
i 7 L
J demo.macrotoneconsulting.co.uk? i Miscell

Learn more...

| Share Location F]

=)
Always Share Location

Mever Share Location

Mot Now -

The Chrome geol ocation request box is dightly different as shown below,and thereis no specific 'Not
Now' option. However with the Ul design, the user is more likely to choose either Allow or Deny,
which will then return an answer to the navigator.geol ocation.getCurrentPosition function. There is
the option however that the user can also click an "X" on the far right of the advisory notice. Thisis
essentially the same asclicking "Not now" in Firefox. No result isreturned to the geol ocation function.

Figure 8.4. Chrome Geolocation opt-in infobar

]
o  httpi//demo.macrotoneconsulting.co.uk would like to use your: |
@ Location
Allow Block | |
[ ]
The Operaopt in popup is displayed below.
Figure 8.5. Opera Geolocation opt-in infobar
Location requested
The website "demo.macrotoneconsulting.co.uk” is asking for
r your location. Allow?

Ty T T R U

For completeness we show the Internet Explorer (IE 11) opt in bar as well below:

Figure 8.6. | E Geolocation opt-in infobar

‘ i physicallocation, Allow once Options for this site ~ ‘

Other browsers, such as Safari etc., will have different request boxes displayed.
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Note that the file name or site address as shown in the above image will vary depending upon the site
name. The inforbar informs the end user of the following information;

1. that awebsite wants to know your location

2. which website wants to know your location

3. alowstheuser toclick throughto Mozilla' s“ L ocation-Aware Browsing” help pagewhich explains
what the heck is going on (short story: Google provides the location and stores your datain accor-
dance with its Location Service Privacy Policy)

4. allowsthe user to choose to share their location
5. allowsthe user to choose not to share their location

6. permitsthe user to tell their browser to remember their choice (either way, share or don't share) so
that they never see the infobar again on the specific website

Furthermore, thisinfobar is
1. non-modal, so it won't prevent the user from switching to another browser window or tab

2. tab-specific, so it will disappear if they switch to another browser window or tab and will reappear
when they switch back to the original tab

3. unconditional, so there is no way for awebsite to bypass it

4. blocking, so there is no chance that the website can determine the location while its waiting for
the answer

The JavaScript code that causes the infobar to appear is asingle function call which takes a callback
function. The call to getCurrentPosition() will (should?) return immediately, but that doesn’t mean
that one has accessto the userslocation. Thefirst timeyou are guaranteed to have location information
isin the callback function. A typical callback function might look like this:

function show map(position) ({
var latitude = position.coords.|atitude;
var |ongitude = position.coords.|ongitude;
/1 let's show a map or do something interesting!

}

The callback function will be called with a single parameter, an object with two properties: coords
and timestamp. The timestamp isjust that, the date and time when the location was calculated. (Since
this is al happening asynchronously, one cannot really know when that will happen in advance. It
might take some time for the user to read the infobar and agree to share their location. Devices with
dedicated GPS hardware may take some more time to connect to a GPS satellite. And so on.) The
coords object has properties like latitude and longitude which are what one would expect: the user’s
physical location in the world.

Table 8.7. Position Object

Property Type Notes
coords.latitude  double decimal degrees
coords.longitude double decimal degrees

coords.atitude  double or null meters above the reference ellipsoid
coords.accuracy  double meters

coords.atitudeAccual@ayle or null meters

coords.heading  double or null  degrees clockwise from true north
coords.speed double or null meters/second
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Property
timestamp

Type Notes
DOMTimeS- like aDate() object
tamp

Only three of the properties are guaranteed to be present (coords.latitude, coords.longitude, and
coords.accuracy). The rest might come back null, depending on the capabilities of the device and the
backend positioning server that it communi cateswith. The heading and speed propertiesare calculated
based on the user’ s previous position, if possible.

Handling Errors

Geolocation can be complicated. Things can go wrong. We have mentioned the “user consent” angle
already. If your web application wants the users location but the user doesn't want to give it to you,
you cannot use it. The user preference is king. But what does that 1ook like in code? It looks like the
second argument to the getCurrentPosition() function: an error handling callback function.

navi gat or . geol ocati on. get Current Posi ti on(
show_map, handl e_error)

If anything goes wrong, the error callback function will be called with a PositionError object. (See
specific situation wheretheerror callback isnot called. i.e Firefox 'Not Now' selected or popup window
closed.)

Table 8.8. PositionError Object

Property
code

message

Type Notes
short an enumerated value
DOMString  not intended for end users

The code property will be one of

1. PERMISSION_DENIED - if the user clicks that “Don’t Share”’ button or otherwise denies you
access to their location.

2. POSITION_UNAVAILABLE - if the network is down or the positioning satellites can’t be con-
tacted.

3. TIMEOUT - if the network is up but it takes too long to calculate the user’s position. How long
is“toolong”?

Be graciousin defeat.

function handl e_error(err) {
if (err.code == 1) {
/] user said no!
}
}

The getCurrentPosition() function has an optional third argument, a PositionOptions object. There are
three properties you can set in a PositionOptions object. All the properties are optional. Y ou can set
any or al or none of them.

Table 8.9. PositionOptions Obj ect

Property Type Default Notes
enableHighAccu- Boolean false true might be slower
racy

timeout long (no default) in milliseconds
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Property Type Default Notes

maximumAge long 0 in milliseconds

The enableHighAccuracy property is exactly what it sounds like. If true, and the device can support
it, and the user consents to sharing their exact location, then the device will try to provide it. Both
iPhones and Android phones have separate permissions for low- and high-accuracy positioning, so it
is possible that calling getCurrentPosition() with enableHighAccuracy:true will fail, but calling with
enableHighAccuracy:false would succeed. |P Mapping automatically sets this property to false.

The timeout property is the number of milliseconds your web application is willing to wait for a
position. This timer doesn't start counting down until after the user gives permission to even try to
calculate their position. One is not timing the user; one is timing the network. |P Mapping sets this
parameter to 5000 milliseconds

The maximumAge property allows the device to answer immediately with a cached position. For
example, let’s say you call getCurrentPosition() for the first time, the user consents, and your success
callback functioniscalled with aposition that was cal cul ated at exactly 10:00 AM. Exactly one minute
later, at 10:01 AM, you call getCurrentPosition() again with a maximumAge property of 75000.

navi gat or . geol ocati on. get Current Posi ti on(
success_cal | back, error_call back, {maxi mumAge: 75000});

Using these options oneis effectively stating that on doesn't necessarily need the user’ s exact current
location. One would be satisfied with knowing where they were 75 seconds ago (75000 milliseconds).
The device knowswhere the user was 60 seconds ago (60000 milliseconds), becauseit cal cul ated their
location after thefirst time you called getCurrentPosition(). So the device doesn't bother to recal culate
the user’s current location. It just returns exactly the same information it returned the first time: same
latitude and longitude, same accuracy, and same timestamp.

For IP Mapping out intend is not necessarily to be ableto pinpoint exactly wherethey arelocated since
we are really only interested in the general area, probably only the city itself. For this reason alarge
value is preferable and can be set in the module parameters.

Handling Firefox 'Not Now' option

Since geolocation executes asynchronously, the navigator.geol ocation.getCurrentPosition() function
implements success/failure handlers and a timeout parameter so it can let you know if it was able to
determine alocation in areasonable amount of time. We saw above, that it is constructed as follows:

navi gat or. geol ocati on. get Current Posi ti on(success_handl er,
error_handl er, {tinmeout:ns, naxi nunmAge: ns,
enabl eHi ghAccur acy: bool ean}) ;

This function looks straightforward but there are several caveats. First, not all browsers respect the
timeout parameter consistently (specifically Firefox). Second, setting a maximum age in hopes of
getting a recently cached value doesn't work consistently and may cause no return. Finally, because
of the varied implementations for user privacy preferences and dialogs, this function cannot be relied
on to always return. In some cases where a visitor ignores or dismisses the location sharing prompt,
your application could be left waiting indefinitely for aresult.

In particular in Firefox it appears that if the user hits Not Now, then one never gets a response back
from the handler. This isan implementation decision by Mozilla (Firefox developers). Therefore, we
have to set up atimeout which can check aflag that would be set by one of the handlers. If thisflag
is not set (meaning the handlers didn't fire in the allotted time), we have two options:

1. Assume that the user denied the request (even though the denia was temporary)

2. You can ask the user for permission again (via the same call) and the user will be presented with
the dialog again.
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This second option is not considered reasonable and would be very annoying, so we assume they
denied temporarily and ask them again (politely!) the next time they visit the site (or the page).

Note

We also have a decision to make as to whether we record the visit. If is sensible to assume
that we should, using the IP location detection, but what if the user then decides to accept
the sharing of their location. i.e After the timeout has fired. If we also record this then we
would have two locations stored in our system. One with the | P determined address and the
other with the Geolocation determined address. So we have to add an additional check into
the code to ensure that the specific | P address has not recorded the location in the time period
since the timeout default fired.

To protect against these conditions, we write our own timeout like this:

/1l Check for HTM.5 geol ocation support.
i f (navi gator. geol ocation) {

/1l Start a tinmer to ensure we get sone kind of response.
/1 Make sure to clear this tiner in our success and error
handl ers
| ocation_tineout = setTinmeout (function(){
_error_handler({' TIMEQUT :"1'})
}, 8000);

/1 Call the HTML5 geol ocation feature with our handlers for
success/error and an 8-second tineout.

navi gat or. geol ocati on. get Current Posi ti on(success_handl er,
error_handl er, {tineout:8000});

}

/1 1f navigator.geolocation is not available (no HTM.5
geol ocati on support).
/1l Fall back to |P-based geol ocati on.
el se {
| pFal | back_Function();
}
}

Note

We also have to ensure that the timeout variableis visible to all of the functions, so defineit
outside of the setting after the geolocation navigator call illustrated above.

The navigator.geol ocation.getCurrentPosition() function returns either a Position object or a Position-
Error object. The PositionError object should contain aconstant with anumeric error code and an error
message string we can use to determine what went wrong. The following is a sample error handler
using a switch case statement:

function error_handl er(error) {

/1 Respond to the possible error states.
/1 1n our live inplenentation we do not really care about these
so do not display them
/1 But they are handy for testing and devel opnent.
swi tch(error. code){
case error. PERM SSI ON_DENI ED:

consol e.l og("The user prevented this page fromretrieving a

| ocation.");
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br eak;
case error. POSI TI ON_UNAVAI LABLE:
consol e. |l og("The browser was unable to determne its
| ocation: " + error.nessage);
br eak;
case error. TI MEQUT:
consol e.l og("The browser timed out before retrieving its
| ocation.");
br eak;
defaul t:
consol e.l og("There was an unspecified or novel error.
Nuts.");

}

/1 Clear the previously set timeout so we don't execute the
error_handl er tw ce.
cl ear Ti meout (| ocati on_ti meout);

/1 Call our |P-based geolocation function as a fall back.
| pFal | back_Function();

}

Our success handler is also slightly modified to handle the timeout.

function success_handl er (position) {

/1 Clear the timeout since the success_handl er has executed...
cl ear Ti neout (1 ocati on_ti meout);

/1 CGet the coordinates fromthe HTM.5 geol ocati on API.
var latitude = position.coords.|atitude;
var |ongitude = position.coords.!|ongitude;

/1 1f HTM.5 geol ocation reports success but fails to provide
coordi nates. ..
if (!latitude || !'longitude) {
consol e. | og( " navi gat or. geol ocati on. get Current Posi ti on returned
bad data.");

/1 Call our |P-based geolocation function as a fall back.
| pFal | back_Function();
}
el se {
/1 HTML5 geol ocati on success!
/1 Call our database save function to store the result.
}
}

So our code has been made slightly more complicated but is more robust because of the change. The
above code is more representative than an illustration of the actual code implemented. Some timeout
values may need modifying depending upon the 'responsiveness of the web sites involved and their
efficiency in saving values to the database.
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Appendix A. GNU General Public
License version 3

Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. http://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
itisnot alowed.

Preamble

The GNU General Public Licenseisafree, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to
share and change the works. By contrast, the GNU General Public License is intended to guarantee
your freedom to share and change al versions of a program - to make sure it remains free software
for al its users. We, the Free Software Foundation, use the GNU Genera Public License for most
of our software; it applies also to any other work released this way by its authors. Y ou can apply it
to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for them if you wish), that you receive source code or can get it if you want it, that you can change
the software or use pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to sur-
render the rights. Therefore, you have certain responsibilities if you distribute copies of the software,
or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for afee, you must pass on
to the recipients the same freedoms that you received. Y ou must make sure that they, too, receive or
can get the source code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the
software, and (2) offer you this License giving you legal permission to copy, distribute and/or modify
it.

For the developers' and authors' protection, the GPL clearly explains that thereis no warranty for this
free software. For both users and authors' sake, the GPL requires that modified versions be marked
as changed, so that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software
inside them, although the manufacturer can do so. Thisisfundamentally incompatible with the aim of
protecting users freedom to change the software. The systematic pattern of such abuse occursin the
area of products for individuals to use, which is precisely where it is most unacceptable. Therefore,
we have designed this version of the GPL to prohibit the practice for those products. If such problems
arise substantially in other domains, we stand ready to extend this provision to those domainsin future
versions of the GPL, as needed to protect the freedom of users.

Finally, every program isthreatened constantly by software patents. States should not allow patentsto
restrict development and use of software on general-purpose computers, but in those that do, we wish
to avoid the specia danger that patents applied to afree program could make it effectively proprietary.
To prevent this, the GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
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GNU General Pub-
lic License version 3

TERMS AND CONDITIONS

0. Definitions.

"This License" refersto version 3 of the GNU General Public License.

"Copyright"; also means copyright-like lawsthat apply to other kinds of works, such as semiconductor
masks.

"The Program"; refers to any copyrightable work licensed under this License. Each licensee is ad-
dressed as"you". "Licensees’ and "recipients’ may be individuals or organizations.

To"modify" awork meansto copy fromor adapt al or part of thework in afashion requiring copyright
permission, other than the making of an exact copy. The resulting work is called a"modified version"
of the earlier work or awork "based on" the earlier work.

A "covered work" means either the unmodified Program or awork based on the Program.

To "propagate” a work means to do anything with it that, without permission, would make you di-
rectly or secondarily liable for infringement under applicable copyright law, except executing it on
a computer or modifying a private copy. Propagation includes copying, distribution (with or without
modification), making available to the public, and in some countries other activities as well.

To"convey" awork meansany kind of propagation that enables other partiesto make or receive copies.
Mereinteraction with a user through acomputer network, with no transfer of acopy, isnot conveying.

An interactive user interface displays "Appropriate Legal Notices' to the extent that it includes a
convenient and prominently visible feature that (1) displays an appropriate copyright notice, and (2)
tellsthe user that thereis no warranty for the work (except to the extent that warranties are provided),
that licensees may convey the work under this License, and how to view a copy of this License. If
the interface presents a list of user commands or options, such as a menu, a prominent item in the
list meets this criterion.

1. Source Code.

The "source code" for awork means the preferred form of the work for making modifications to it.
"Object code" means any non-source form of awork.

A "Standard Interface" means an interface that either is an official standard defined by a recognized
standards body, or, in the case of interfaces specified for a particular programming language, one that
iswidely used among developers working in that language.

The"System Libraries' of an executable work include anything, other than the work as awhole, that
(& isincluded in the normal form of packaging a Major Component, but which is not part of that
Major Component, and (b) serves only to enable use of the work with that Major Component, or to
implement a Standard Interface for which an implementation is available to the public in source code
form. A "Major Component", in this context, means a mgjor essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable work runs, or a
compiler used to produce the work, or an object code interpreter used to run it.

The "Corresponding Source" for a work in object code form means al the source code needed to
generate, install, and (for an executable work) run the object code and to modify the work, including
scriptsto control those activities. However, it does not include the work's System Libraries, or gener-
al-purpose tools or generally available free programs which are used unmodified in performing those
activities but which are not part of the work. For example, Corresponding Source includes interface
definition files associated with source files for the work, and the source code for shared libraries and
dynamically linked subprograms that the work is specifically designed to require, such as by intimate
data communication or control flow between those subprograms and other parts of the work.
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The Corresponding Source need not include anything that users can regenerate automatically from
other parts of the Corresponding Source.

The Corresponding Source for awork in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are
irrevocable provided the stated conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running acovered work is covered by this
License only if the output, given its content, constitutes a covered work. This License acknowledges
your rights of fair use or other equivalent, as provided by copyright law.

Y ou may make, run and propagate covered works that you do not convey, without conditions so long
as your license otherwise remains in force. You may convey covered works to others for the sole
purpose of having them make modifications exclusively for you, or provide you with facilities for
running those works, provided that you comply with theterms of thisLicensein conveying all material
for which you do not control copyright. Those thus making or running the covered works for you must
do so exclusively on your behalf, under your direction and control, on terms that prohibit them from
making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstancesis permitted solely under the conditions stated below. Subli-
censing is not alowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From An-
ti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law
fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or
similar laws prohibiting or restricting circumvention of such measures.

When you convey acovered work, you waiveany legal power to forbid circumvention of technological
measures to the extent such circumvention is effected by exercising rights under this License with
respect to the covered work, and you disclaim any intention to limit operation or modification of the
work as a means of enforcing, against the work's users, your or third parties legal rights to forbid
circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice; keep intact all notices stating that this License and any non-permissive terms added in accord
with section 7 apply to the code; keep intact al notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.

Y ou may charge any price or no price for each copy that you convey, and you may offer support or
warranty protection for afee.

5. Conveying Modified Source Versions.

Y ou may convey awork based on the Program, or the modificationsto produce it from the Program, in
theform of source code under theterms of section 4, provided that you also meet all of these conditions:

a. Thework must carry prominent notices stating that you modified it, and giving arelevant date.

69



GNU General Pub-
lic License version 3

b. The work must carry prominent notices stating that it is released under this License and any con-
ditions added under section 7. This requirement modifies the requirement in section 4 to "keep
intact all notices'.

¢. You must license the entire work, as a whole, under this License to anyone who comes into pos-
session of acopy. ThisLicense will therefore apply, along with any applicable section 7 additional
terms, to the whole of thework, and all its parts, regardless of how they are packaged. ThisLicense
gives no permission to license the work in any other way, but it does not invalidate such permission
if you have separately received it.

d. If thework has interactive user interfaces, each must display Appropriate Legal Notices; however,
if the Program has interactive interfaces that do not display Appropriate Legal Notices, your work
need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their
nature extensions of the covered work, and which are not combined with it such as to form a larger
program, in or on avolume of a storage or distribution medium, is called an "aggregate” if the com-
pilation and its resulting copyright are not used to limit the access or legal rights of the compilation's
users beyond what the individual works permit. Inclusion of a covered work in an aggregate does not
cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License, in
one of these ways:

a. Convey the object code in, or embodied in, a physical product (including a physical distribution
medium), accompanied by the Corresponding Source fixed on adurable physical medium custom-
arily used for software interchange.

b. Convey the object code in, or embodied in, a physical product (including a physical distribution
medium), accompanied by a written offer, valid for at least three years and valid for as long as
you offer spare parts or customer support for that product model, to give anyone who possesses the
object code either (1) a copy of the Corresponding Source for all the softwarein the product that is
covered by this License, on adurable physical medium customarily used for software interchange,
for a price no more than your reasonable cost of physically performing this conveying of source,
or (2) access to copy the Corresponding Source from a network server at no charge.

c. Convey individual copies of the object code with a copy of the written offer to provide the Corre-
sponding Source. This alternative is allowed only occasionally and noncommercially, and only if
you received the object code with such an offer, in accord with subsection 6b.

d. Convey the abject code by offering access from a designated place (gratis or for a charge), and
offer equivalent access to the Corresponding Source in the same way through the same place at
no further charge. Y ou need not require recipients to copy the Corresponding Source along with
the abject code. If the place to copy the object code is a network server, the Corresponding Source
may be on a different server (operated by you or a third party) that supports equivaent copying
facilities, provided you maintain clear directions next to the object code saying where to find the
Corresponding Source. Regardless of what server hosts the Corresponding Source, you remain
obligated to ensure that it is available for as long as needed to satisfy these requirements.

e. Convey the object code using peer-to-peer transmission, provided you inform other peers where
the object code and Corresponding Source of the work are being offered to the general public at
no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source
as a System Library, need not be included in conveying the object code work.
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A "User Product” is either (1) a "consumer product”, which means any tangible personal property
which is normally used for personal, family, or household purposes, or (2) anything designed or sold
for incorporation into a dwelling. In determining whether a product is a consumer product, doubtful
cases shall be resolved in favor of coverage. For a particular product received by a particular user,
"normally used" refersto atypical or common use of that class of product, regardless of the status of
the particular user or of the way in which the particular user actually uses, or expects or is expected
to use, the product. A product isaconsumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent the only significant mode
of use of the product.

"Installation Information" for a User Product means any methods, procedures, authorization keys, or
other information required to install and execute modified versions of a covered work in that User
Product from amaodified version of its Corresponding Source. The information must suffice to ensure
that the continued functioning of the modified object code isin no case prevented or interfered with
solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User
Product, and the conveying occurs as part of a transaction in which the right of possession and use
of the User Product is transferred to the recipient in perpetuity or for a fixed term (regardless of how
the transaction is characterized), the Corresponding Source conveyed under this section must be ac-
companied by the Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for example, the
work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to
provide support service, warranty, or updates for a work that has been modified or installed by the
recipient, or for the User Product in which it has been modified or installed. Access to a network may
be denied when the modification itself materially and adversely affects the operation of the network
or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section
must be in aformat that is publicly documented (and with an implementation available to the public
in source code form), and must require no special password or key for unpacking, reading or copying.

7. Additional Terms.

"Additional permissions" are terms that supplement the terms of this License by making exceptions
from one or more of its conditions. Additional permissions that are applicable to the entire Program
shall be treated as though they were included in this License, to the extent that they are valid under
applicable law. If additional permissions apply only to part of the Program, that part may be used
separately under those permissions, but the entire Program remains governed by this License without
regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permis-
sions from that copy, or from any part of it. (Additional permissions may be written to require their
own removal in certain cases when you modify the work.) You may place additional permissions
on material, added by you to a covered work, for which you have or can give appropriate copyright
permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may
(if authorized by the copyright holders of that material) supplement the terms of this License with
terms:

a. Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this
License; or

b. Requiring preservation of specified reasonable legal notices or author attributions in that material
or inthe Appropriate Legal Notices displayed by works containing it; or
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c. Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of
such material be marked in reasonable ways as different from the original version; or

d. Limiting the use for publicity purposes of names of licensors or authors of the material; or

e. Declining to grant rights under trademark law for use of some trade names, trademarks, or service
marks; or

f. Requiring indemnification of licensors and authors of that material by anyone who conveys the
material (or modified versions of it) with contractual assumptions of liability to the recipient, for
any liability that these contractual assumptions directly impose on those licensors and authors.

All other non-permissive additional terms are considered "further restrictions' within the meaning
of section 10. If the Program as you received it, or any part of it, contains a notice stating that it is
governed by this License along with aterm that is a further restriction, you may remove that term.
If alicense document contains a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms of that license document,
provided that the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source
files, a statement of the additional terms that apply to those files, or a notice indicating where to find
the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written
license, or stated as exceptions; the above requirements apply either way.

8. Termination.

Y ou may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwise to propagate or modify it isvoid, and will automatically terminate your rights
under this License (including any patent licenses granted under the third paragraph of section 11).

However, if you ceaseall violation of thisLicense, then your license from aparticular copyright hol der
isreinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates
your license, and (b) permanently, if the copyright holder fails to notify you of the violation by some
reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright
holder natifies you of the violation by some reasonable means, thisisthe first time you have received
notice of violation of this License (for any work) from that copyright holder, and you curetheviolation
prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, you do not qualify to receive new licenses for the same material under section
10.

9. Acceptance Not Required for Having
Copies.

Y ou are not required to accept this License in order to receive or run acopy of the Program. Ancillary
propagation of acovered work occurring solely as aconseguence of using peer-to-peer transmission to
receive a copy likewise does not require acceptance. However, nothing other than this License grants
you permission to propagate or modify any covered work. These actions infringe copyright if you do
not accept this License. Therefore, by modifying or propagating a covered work, you indicate your
acceptance of this Licenseto do so.
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10. Automatic Licensing of Downstream Re-
cipients.

Each time you convey a covered work, the recipient automatically receives alicense from the original
licensors, to run, modify and propagate that work, subject to this License. Y ou are not responsible for
enforcing compliance by third parties with this License.

An "entity transaction” is a transaction transferring control of an organization, or substantially all
assets of one, or subdividing an organization, or merging organizations. |f propagation of a covered
work results from an entity transaction, each party to that transaction who receives a copy of the work
also receives whatever licenses to the work the party's predecessor in interest had or could give under
the previous paragraph, plus aright to possession of the Corresponding Source of the work from the
predecessor ininterest, if the predecessor hasit or can get it with reasonable efforts.

Y ou may not impose any further restrictions on the exercise of the rights granted or affirmed under this
License. For example, you may not impose alicense fee, royalty, or other charge for exercise of rights
granted under thisLicense, and you may not initiate litigation (including across-claim or counterclaim
in alawsuit) alleging that any patent claim isinfringed by making, using, selling, offering for sale, or
importing the Program or any portion of it.

11. Patents.

A "contributor" is a copyright holder who authorizes use under this License of the Program or awork
onwhich the Program isbased. Thework thuslicensed iscalled the contributor's" contributor version".

A contributor's "essential patent claims® are al patent claims owned or controlled by the contributor,
whether already acquired or hereafter acquired, that would be infringed by some manner, permitted by
this License, of making, using, or selling its contributor version, but do not include claims that would
be infringed only as a consequence of further modification of the contributor version. For purposes
of this definition, "control" includes the right to grant patent sublicenses in a manner consistent with
the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the
contributor's essentia patent claims, to make, use, sell, offer for sale, import and otherwise run, modify
and propagate the contents of its contributor version.

Inthefollowing three paragraphs, a"patent license” isany express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant
not to sue for patent infringement). To "grant”" such a patent license to a party means to make such an
agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source
of the work is not available for anyone to copy, free of charge and under the terms of this License,
through apublicly available network server or other readily accessible means, then you must either (1)
cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of the benefit of
the patent license for this particular work, or (3) arrange, in amanner consistent with the requirements
of thisLicense, to extend the patent license to downstream recipients. "Knowingly relying" meansyou
have actual knowledge that, but for the patent license, your conveying the covered work in a country,
or your recipient'suse of the covered work in acountry, would infringe one or moreidentifiabl e patents
in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by
procuring conveyance of, a covered work, and grant a patent license to some of the parties receiving
the covered work authorizing them to use, propagate, modify or convey a specific copy of the covered
work, then the patent license you grant is automatically extended to all recipients of the covered work
and works based on it.
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A patent license is "discriminatory” if it does not include within the scope of its coverage, prohibits
the exercise of, or is conditioned on the non-exercise of one or more of the rights that are specifically
granted under this License. Y ou may not convey a covered work if you are a party to an arrangement
with athird party that isin the business of distributing software, under which you make payment to
the third party based on the extent of your activity of conveying the work, and under which the third
party grants, to any of the parties who would receive the covered work from you, a discriminatory
patent license (@) in connection with copies of the covered work conveyed by you (or copies made
from those copies), or (b) primarily for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement, or that patent license was granted,
prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other de-
fenses to infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot
convey a covered work so as to satisfy simultaneously your obligations under this License and any
other pertinent obligations, then as a consequence you may not convey it at al. For example, if you
agree to terms that obligate you to collect a royalty for further conveying from those to whom you
convey the Program, the only way you could satisfy both those terms and this License would be to
refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public
License.

Notwithstanding any other provision of this License, you have permission to link or combine any
covered work with awork licensed under version 3 of the GNU Affero General Public License into
asingle combined work, and to convey the resulting work. The terms of this License will continue to
apply to the part which is the covered work, but the special requirements of the GNU Affero General
Public License, section 13, concerning interaction through a network will apply to the combination
as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each versionisgiven adistinguishing version number. If the Program specifiesthat acertain numbered
version of the GNU General Public License "or any later version" appliesto it, you have the option of
following theterms and conditions either of that numbered version or of any later version published by
the Free Software Foundation. If the Program does not specify aversion number of the GNU General
Public License, you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public
License can be used, that proxy's public statement of acceptance of a version permanently authorizes
you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional oblig-
ations are imposed on any author or copyright holder as a result of your choosing to follow a later
version.
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15. Disclaimer of Warranty.

THERE ISNO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLI-
CABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLD-
ERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS|IS' WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THEIMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESSFOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PRO-
GRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE
COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, ORANY OTHER PARTY WHO MODIFIESAND/OR CON-
VEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THEUSE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TOLOSSOF DATA ORDATA BEING RENDERED INACCURATE ORLOSSES SUS-
TAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given loca legal
effect according to their terms, reviewing courts shall apply local law that most closely approximates
an absolutewaiver of all civil liability in connection with the Program, unlessawarranty or assumption
of liability accompanies a copy of the Program in return for afee.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Pro-
grams

If you develop a new program, and you want it to be of the greatest possible use to the public, the
best way to achieve thisisto make it free software which everyone can redistribute and change under
these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each
source file to most effectively state the exclusion of warranty; and each file should have at |east the
"copyright" line and a pointer to where the full notice is found.

one line to give the programis nane and a brief idea of what it
does.
Copyright (C year nane of author

This programis free software: you can redistribute it and/or
nodi fy

it under the terns of the GNU General Public License as published
by

the Free Software Foundation, either version 3 of the License, or
(at your option) any |later version.
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This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program |If not, see
http://ww. gnu. org/licenses/ [http://ww.gnu.org/licenses/].

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it starts in an
interactive mode:

program Copyright (C) year name of author

This program comes wi th ABSOLUTELY NO WARRANTY; for details type
"show w .

This is free software, and you are welcone to redistribute it
under certain conditions; type 'show c' for details.

The hypothetical commands'show w and 'show c¢' should show the appropriate parts of the General
Public License. Of course, your program's commands might be different; for a GUI interface, you
would use an "about box".

Y ou should a so get your employer (if youwork asaprogrammer) or schoal, if any, to signa"copyright
disclaimer” for the program, if necessary. For more information on this, and how to apply and follow
the GNU GPL, see http://www.gnu.org/licenses/ [http://www.gnu.org/licenses/].

The GNU General Public License does not permit incorporating your program into proprietary pro-
grams. If your program is a subroutine library, you may consider it more useful to permit linking
proprietary applications with the library. If thisiswhat you want to do, use the GNU Lesser General
Public Licenseinstead of thisLicense. But first, pleaseread http://www.gnu.org/philosophy/why-not-
[gpl.html [http://www.gnu.org/philosophy/why-not-Igpl.html].
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Appendix B. GNU Free
Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St , Fifth Floor, Boston,
MA 02110-1301 USA . Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" inthe sense of freedom: to assure everyonethe effective freedom to copy and redistributeit, with
or without modifying it, either commercially or noncommercially. Secondarily, thisLicense preserves
for the author and publisher away to get credit for their work, while not being considered responsible
for modifications made by others.

This Licenseisakind of "copyleft", which means that derivative works of the document must them-
selves be free in the same sense. It complements the GNU General Public License, which isacopyleft
license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms
that the software does. But this License is not limited to software manuals; it can be used for any
textual work, regardless of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose isinstruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manua or other work, in any medium, that contains a notice placed by
the copyright holder saying it can be distributed under the terms of this License. Such anotice grants
aworld-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document”, below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". Y ou accept the license if you copy, modify or distribute the work
in away requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it,
either copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document's
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be amatter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The"Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that saysthat the Document is rel eased under thisLicense. If asection
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant.
The Document may contain zero Invariant Sections. If the Document does not identify any Invariant
Sections then there are none.

The "Cover Texts' are certain short passages of text that are listed, as Front-Cover Texts or Back-
Cover Texts, in the notice that says that the Document is released under this License. A Front-Cover
Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.
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A "Transparent” copy of the Document means amachine-readable copy, represented in aformat whose
specification is available to the general public, that is suitable for revising the document straightfor-
wardly with generic text editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input to text formatters or for
automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart
or discourage subsequent modification by readers is not Transparent. An image format is not Trans-
parent if used for any substantial amount of text. A copy that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo
input format, LaTeX input format, SGML or XML using apublicly available DTD, and standard-con-
forming simple HTML, PostScript or PDF designed for human modification. Examples of transpar-
ent image formats include PNG, X CF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the machine-generated HTML, PostScript or PDF
produced by some word processors for output purposes only.

The "Title Page” means, for a printed book, the title page itself, plus such following pages as are
needed to hold, legibly, the material this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" means the text near the most prominent
appearance of the work's title, preceding the beginning of the body of the text.

A section "Entitled XY Z" means anamed subunit of the Document whosetitle either isprecisely XY Z
or contains XY Z in parentheses following text that translates XY Z in another language. (Here XY Z
stands for a specific section name mentioned below, such as "Acknowledgements’, "Dedications’,
"Endorsements’, or "History".) To "Preserve the Title" of such a section when you modify the Docu-
ment means that it remains a section "Entitled XY Z" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in
this License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have isvoid and has no effect on the meaning of this License.

2. VERBATIM COPYING

Y ou may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License appliesto
the Document are reproduced in all copies, and that you add no other conditions whatsoever to those of
this License. Y ou may not use technical measures to obstruct or control the reading or further copying
of the copies you make or distribute. However, you may accept compensation in exchange for copies.
If you distribute alarge enough number of copies you must also follow the conditionsin section 3.

You may aso lend copies, under the same conditions stated above, and you may publicly display
copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copiesin mediathat commonly have printed covers) of the Document,
numbering more than 100, and the Document's license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts. Front-Cover Texts on the
front cover, and Back-Cover Textson theback cover. Both coversmust also clearly and legibly identify
you as the publisher of these copies. The front cover must present the full title with all words of the
title equally prominent and visible. You may add other material on the covers in addition. Copying
with changes limited to the covers, aslong asthey preserve thetitle of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones
listed (as many asfit reasonably) on the actual cover, and continue the rest onto adjacent pages.
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If you publish or distribute Opague copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opague copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access
to download using public-standard network protocols a complete Transparent copy of the Document,
free of added material. If you use the latter option, you must take reasonably prudent steps, when you
begin distribution of Opaque copiesin quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at |east one year after the last time you distribute an Opague copy
(directly or through your agents or retailers) of that edition to the public.

Itisregquested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections
2 and 3 above, provided that you release the Modified Version under precisely this License, with the
Modified Version filling the role of the Document, thus licensing distribution and modification of
the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the
Modified Version:

A. Use in the Title Page (and on the covers, if any) atitle distinct from that of the Document, and
from those of previous versions (which should, if there were any, be listed in the History section
of the Document). Y ou may use the sametitle asapreviousversion if the original publisher of that
Version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of
the modifications in the Modified Version, together with at least five of the principal authors of
the Document (al of its principal authors, if it has fewer than five), unless they release you from
this requirement.

. State on the Title page the name of the publisher of the Modified Version, as the publisher.
. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

m m O O

. Include, immediately after the copyright notices, alicense notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given
in the Document's license notice.

H. Include an unaltered copy of this License.

I. Preservethe section Entitled "History", Preserveits Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there
is no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preservethenetwork location, if any, giveninthe Document for public accessto a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions
it was based on. These may be placed in the "History" section. Y ou may omit anetwork location for
awork that was published at |east four years before the Document itself, or if the original publisher
of the version it refers to gives permission.

K. For any section Entitled " Acknowledgements" or "Dedications’, Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.
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L. Preserveadl thelnvariant Sectionsof the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

M.Delete any section Entitled "Endorsements'. Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements’ or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some
or al of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements’, provided it contains nothing but endorsements of
your Modified Version by various parties--for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a standard.

Y ou may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
aBack-Cover Text, to the end of thelist of Cover Textsin the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by)
any one entity. If the Document aready includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you may not add another;
but you may replace the old one, on explicit permission from the previous publisher that added the
old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you includein the combination al of the
Invariant Sections of all of the original documents, unmodified, and list them all asInvariant Sections
of your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sec-
tions may be replaced with asingle copy. If there are multiple Invariant Sections with the same name
but different contents, make the title of each such section unique by adding at the end of it, in paren-
theses, the name of the original author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of Invariant Sections in the license notice
of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original doc-
uments, forming one section Entitled "History"; likewise combine any sections Entitled "Acknowl-
edgements”, and any sections Entitled "Dedications'. Y ou must delete all sections Entitled "Endorse-
ments".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single
copy that isincluded in the collection, provided that you follow the rules of this License for verbatim
copying of each of the documentsin all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided youinsert acopy of thisLicenseinto theextracted document, and follow thisLicense
in all other respects regarding verbatim copying of that document.
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7. AGGREGATION WITH INDEPENDENT
WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on avolume of astorage or distribution medium, is called an "aggregate” if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation's users beyond
what the individual works permit. When the Document is included in an aggregate, this License does
not apply to the other works in the aggregate which are not themselves derivative works of the Doc-
ument.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document's Cover Texts may be placed
on covers that bracket the Document within the aggregate, or the electronic eguivalent of covers if
the Document is in electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Trandation is considered a kind of modification, so you may distribute translations of the Document
under theterms of section 4. Replacing Invariant Sectionswith translationsrequires special permission
from their copyright holders, but you may include trandations of some or al Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a trandlation of this
License, and all the license noticesin the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License
or anotice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements®, "Dedications’, or "History", the re-
guirement (section 4) to Preserveits Title (section 1) will typically require changing the actual title.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document isvoid,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/ [http://
www.gnu.org/copyleft/] .

Each version of the License is given a distinguishing version number. If the Document specifies that
aparticular numbered version of this License "or any later version" appliesto it, you have the option
of following the terms and conditions either of that specified version or of any later version that has
been published (not as a draft) by the Free Software Foundation. If the Document does not specify
aversion number of this License, you may choose any version ever published (not as a draft) by the
Free Software Foundation.
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ADDENDUM: How to use this License for
your documents

To use this License in a document you have written, include a copy of the License in the document
and put the following copyright and license notices just after the title page:

Copyright (C) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document under the
terms of the GNU Free Documentation License, Version 1.2 or any later version
published by the Free Software Foundation; with no Invariant Sections, no Front-
Cover Texts, and no Back-Cover Texts. A copy of the license is included in the
section entitled "GNU Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with... Texts."
line with this:

with the Invariant Sectionsbeing LIST THEIR TITLES, with the Front-Cover Texts
being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge
those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these ex-
amplesin parallel under your choice of free softwarelicense, such asthe GNU General Public License,
to permit their use in free software.
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